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2 WRZEHWBNA SST Introduction

This Site Security Target refers to the following site:
Henghui Production Centre Zibo

This site performs security chips packaging activities.
AR 24 H R R LA il
TR A

2 T A R

2.1 58 Identification of the Site

The site name is Henghui Production Centre Zibo (hereinafter referred to as “HPCZ”), which is located
at:

No.187 Zhong Run Avenue,
Zibo High-new Technology Development Zone,

Zibo, Shandong, 255088, People ~ s Republic of China
Ul S AR I T AR AR CBLUREFRR“HPCZ”) , A& T H [ 1 2R ¥ e X A
KiE 187 5.
This location is a campus, which belongs to HENGHUI Technology Corporation Limited . (hereinafter
referred as “HET”). This campus consists of several plants and buildings as below.

R A Dyl i e B X, iz X s T FEIC R T R A IR AR (Z S fRIFRY HET) o X
A el DX TP 2 T AT ALK

- Plant #1: This building is a production plant which provides the tape to Plant#4 for the
assembly.

15 TR0t 4 5 2 1) d e 0 A s

- Plant #2: This building is a production plant which conducts the wafer back grinding, sawing,
testing and eSIM packaging.

2 SHEWE AT B, HATRERIT AT . ) eSIM AR AN

- Plant #4: This building is the production plant which provides assembly and test services
for secure IC modules products such as smart card and similar devices. The warehouse of
plant #4 is used for the storage of materials and finished products. It contains the packaging
area and delivery/loading area that is used to receive, pack and deliver goods.
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Plant #5: This building is a production plant which provides the lead frame to Plant#2 for
the assembly.

5 SRR TR 2 5 % 1) B R A ) < 5] LA

Warehouse Plant: This building is used for the general stuff storage.

% T P AT

Plant Server Building: This building contains the electricity and water engineer room and
the main network & server room. This main network & server room is located at the 2nd
floor of the plant server building.

e [a) i EAL D @ BT K S LS . BALSAL T AERIEEN G 2 1.

Office Building: This building is used for handling the daily office management affairs, such
as the HR and financial stuff.

IAREEFYH T A E D AEHES, WAFHLLIMEHSE.

Canteen Building: This building is constructed for the employee to have the meals.
BT T A Tl

Dormitory Building: This building is constructed for the employee to sleep and have a rest.

T A EHW T 0 AR S AN 5

The scope of evaluation for the HPCZ site includes the following physical areas:

Plant #2 workshop (Building 2): wafer back grinding, sawing, eSIM packaging and testing.

Plant #4 workshop (Building 4): IC packaging for the product of smart card and similar
devices.

Plant #4 warehouse (Building 4): Reception, identification, registration and storage of
materials. Warehousing and shipment of finished modules.

Main network & server room (Plant server building): located at the 2" floor of Plant Server
Building.

HPCZ 3t s [ PP-Aili 0 Bl AL 455 DA P 2 X35

#57] ENR): RERTS AT . WK eSIM ) dah R A
AR5y ZEIA]: R RE R AL £ S A A0 B R S S I B AR AR S
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2.2 YR Site Description

The campus is surrounded by a fence that is guard with surveillance and secured by security guards,
restrictions and access controlled from main gate. Additionally, guard services, access control and
surveillance restrict and control the access to HPCZ production plant. The site includes different
rooms and areas that are located in different plants/buildings:

- Plant #2:
e  Security control room

e eSIM product encapsulation production area (including production workshop, raw
material storage area, wafer and frame storage area, internal packaging area, server
room)

e UPS equipment room
- Plant #4:
e  Security control room

e Smart card and similar devices product encapsulation production area (including
production workshop, raw material storage area, wafer and tape reel storage area,
internal packaging area, server room)

e Warehouse area (including external packaging area, raw material storage room, main
material storage room, finished goods storage room, packaging material storage area,
delivery/loading area)

- Plant server building:
e Main network & server room
el X 1 2B A i s O B S A B R 22 RN B AT A%, T XN VA D284 4. Bt
b, HPCZ AP ZE[AIETE R N Gd . TIEERA K Mzt . o B4 0 1A [F) 2 18] /2 SR A0
R R 1 R X
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The following service and/or processes provided by HPCZ are in the scope of the evaluation process:
- Reception, identification, registration and storage of materials
- Wafer sawing
- Assembly into modules
- Quality control testing for incoming raw materials and each production process
- Electronic testing and visual inspection of finished modules
- Warehousing and shipment of finished modules

- Product security flaw collection, verification, correction and corrective action delivery

- Scrap recycle and return to customer
LA HPCZ $R AL Al 55 LA S TR A1 25 AR AR PPty B v B A
- XPRPRHEA ARIRL NI B fE AR
- REELE deck]
- RO
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The complete flow of the security IC modules for smart card product at the site is covered by the SST.
In addition, the management of the security IC modules for smart card related processes and the site
security are covered by the SST. The production flow of the security IC modules for smart cards starts
from the delivery of parts for the product (incoming raw materials) up to the packaging phase, and
then shipping the finished security IC modules for smart cards to the next production phase (external
parties: clients). The clients of HET, e.g., an IC developer, or ICC (smart card) developer, send the
wafer or sawn wafer to HPCZ for the chips packaging. Next, the packaged finished modules, which
are the final products of this site, will be sent back to the clients.

BRERM M2 A0 R I TR O A SST b T 1 ik, ek, BRE-RAHGIMAR I 22 4t

P B DL R il i 2 A HARTE SST W AT 1 Rl o Al sHEAT R RE R e A P B
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The site life-cycle phase for the Security IC modules can be subjected (but not limited to) to the
Protection Profile (1) Phase 4:

Wity 5522 4 1C B 1) A= oy BB B T ((HAN PR ) AR L & ST (2):
e Life cycle phase 4: IC Packaging A= J& HZE IURN B . 1C %%

—  Security IC packaging (and testing)ZZ 4=t F #5128 (DL A IR

—z M 7 B Conformance Claim

The evaluation of this site is based on Common Criteria Version 3.1, Revision 5.
VA ST IE R ARHESE 3.1 i, 1BITHR 5.

e  Common Criteria for Information Technology Security Evaluation, Part1: Introduction and
general model; Version 3.1, Revision 5, April 2017, (2)

BEARZ e EARE, 585180 NMEMEHER, 5 3.1 8, %55 K, 2017 4 4
H, (2)

e  Common Criteria for Information Technology Security Evaluation, Part3: Security assurance
components; Version 3.1, Revision 5, April 2017, (3)

SEOR 22 P74k 18 FH bR v, BBy HARAEAAE B 3.1 R, 2B 5 R, 2017 4 4
H, (3)

For the evaluation, the following methodology is used:
XTTPEAE, R BL R 7k

e Common Methodology for Information Technology Security Evaluation: Evaluation
methodology. Version 3.1, Revision 5, April 2017, (4)

SEARZ & REH % Wik 88 3.1 0, 2017 F 4 A S, (4)

This Site Security Target (SST) is CC Part 3 conformant. This SST claims the EAL6 package augmented
with ALC_FLR.1, which consists of the following CC assurance components:

A3 5522 4 HBR(SST)fF & CC 26 3 ¥4y, A SST 74 EAL6 34l ALC_FLR.1, HAEHELLT cC ff
UEZH A

ALC _CMC.5, ALC_ CMS.5, ALC DVS.2, ALC LCD.1 and ALC_FLR.1.
The assurance components chosen for the SST are taken from the definition of the EAL6 package

defined in (3), because EAL5+ and above are the levels usually applied for Smart Card and similar
devices evaluations related with Protection Profile (1).
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N SSTIEFBE I ARIEAFELE (3)H 2 LIK EALS IEARELIIE X, RUNARYE (R4 L B ST EALS+ X
DL bR T8 e R AR AL & VA I 2

For the assessment of the security measures attackers with high attack potential are assumed. This
allows an evaluation of products using this site according to the assurance component AVA_VAN.5.

T VMG e, Bk E B R &S NBEE T, X VR IE SR IEA A AVA_VAN.5 f
Ay SO S HEAT VEAG
Note:

The site does not provide services that are covered by ALC_TAT.3 as no development activities are
carried out in the site.

Pl R AT AR T A0S, BRI AR B ALC_TAT.3 il i 55 -

The site does not provide contributions to ALC_DEL.1 as there are no delivery activities of the final
TOE to the end user are carried out at the site.

Zulh R R AR AT A, R Z sk s AN A ALC_DEL.L #2455k
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4 ZahEE X Security Problem Definition

The Security Problem Definition comprises security problems derived from the threats of the assets
handled at the site and security problems derived from the configuration management. The
configuration management covers the integrity and confidentiality of the products and the security
management of the site.

2 2 e L SCARL IR X ol A TR P B 7 ) J I 1) 2 ) LRI - e B B Y 24 4 ) A, G
B B ) S8 B AN T 2 A

This Site Security Target is based on the life cycle defined in the Security IC Platform Protection Profile
(1). The assets (Section 4.1), threats (Section 4.2) and Organizational Security Policies (OSP) (Section
4.3) defined in this document are derived from the life cycle defined in the Protection Profile (1).

Al e s T 24 1IC FERYP T E TP & XREME (1), Ao e L% e
(56 4.1 75) B (EE 4.2 15)FIZH 2342 4 SR m& (OSP) (56 4.3 715) UK B % PP v & LI A B 1

The Security Problem Definition comprises two major so-called security problems. The first set of
security problems comprises all types of attacks regarding theft (e.g. samples) or disclosure (e.g.
design data) or manipulation of assets. These security problems are described in terms of threats.
The second set of security problems comprises the requirements for the configuration management
(e.g. controlled modification) and the control of security measures (e.g., access control). These
security problems are described by the Organizational Security Policies (OSPs).

2 ) UE AW INE R £ R el 5 e e T e (plin, A
otk (B, BOUFEE) BERM B AR RN . IR 4 ] R DL BN K S OR S IE . 5
TIH A ) AL HE N TG B B (9 U S A D) A 2 R R RS B R R (g D o XL
24 ) FBUR AR AR 2 2R 22 42 5K (OSPs) KAk

4.1 Hr= Assets

The following sections describe the assets handled at the site.

N N1 7 B R G oav g = W w2 A

The site has the internal documentation and data that are relevant to maintain the confidentiality
and integrity of the intended TOE. This comprises site security concepts and the associated security

measures as well as key and cryptographic tools for the encrypted change of data. These items are
not explicitly listed in the list of assets below.

2l S A B4 TUY TOE RN VEAT S8 B AAH 5 B N B0 SORS AN el o SR B ol i 2
AR SR 22 it , DA R R s ol S e s AN s R . X8I0 IR0 AL T T B
PRI A IR A H

The integrity of any machine or tool used for production and testing is not considered as an asset.
However, appropriate measures are defined for the site to ensure this important condition. These
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items consist of commercially available hardware and software, which are programmed and
customised by HPCZ.

FF 22 A AR A UL & B R W Se BEVE A AL N BE 7. SR, R ORI — H Bk, B
i U E T B . IX LI 35 H HPCZ 2 ) A0 5E ) R e ) B0 AR A R R A

411 IC A4 IC Assembly

The assets are related to the production of security wafers as follows.

- Wafer, sawn wafer and unfinished products
- Finished products as modules or other packages

- Defective or rejected products.
5z R R TE anT :
- RER, el R AT R
- B, AR A R A S
- ORBE AR
There can be further client specific assets like seals, special transport protection or similar items that

support the security of the internal shipment to the client. They are handled in the same way as the
other assets to prevent misuse, disclosure or lost.

LA HAh e PR B, GREDE L RERS S DRI BRI A, DU R RIS e
gath. U NS HAR B AR, BB IEd . SRRk

4.1.2 FFR#Z4£CHS Development Security Documentation

The development security documentation containing sensitive information is regarded as sensitive
asset in terms of its integrity and confidentiality, which is classified as Confidential. However,
development security documentation with the absence of sensitive information is considered as
Internal.

B BB S T R 22 4 SRS AE L S B L VD5 T AR U B8 77, IR 73 R B3 S
o (B, BOABUBME BT AR % 2 SO AR SRS .

4.1.3 A =¥3E Production Data

Production data is the data being generated during the production process. It is considered as a
sensitive information asset requiring the protection in accordance with the confidentiality and
integrity of the intended TOE. Therefore, the production data is classified as Confidential.

A R A R B BAE AR O A B . BN S B S AR AL AT g B A AT AR
MRS B 0™ BRI, AR e A 2R L STt
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4.2 X & Threats

All threats endanger the integrity and confidentiality of the intended TOE and the representation of
parts of the intended TOE. The intended TOE protects itself in life-cycle phase 7 (see (1)). However,
during the production, testing and assembly of the intended TOE and the representation of parts of
the intended TOE are vulnerable to the integrity and confidentiality attacks.

FITAT XS AT 2 Ji I F539] TOE 1) 58 BEPE AL 1 A K FU TOE #5870 AR . Y] TOE #£4E
e 7 B AR (B0 (1) o SR, A A3 R R, U TOE AT
TOE AR 5y 52 3 5 BEME AL 3 1k Bt

The following threats are described in a general way. However, they are applicable to the site that
handles the assets listed in Section 4.1. All the threats described below shall be countered by the
Security Objectives of the site.

PR A0t RS IR — Mg . (B, EATTE A TR (AL B SCER 4.0 95 B 5130 H (0 AR 55 (1 3
DA RIS FR) A 12 S 5 IS 38l 55 22 4 HL A

T.Smart-Theft

An attacker tries to access security areas of the site for manipulation or theft of intended TOE (or its
parts) during production. The attacker has sufficient time to investigate the site outside the
controlled boundary. For the attack, the usage of standard equipment for burglary is considered. In
addition, the attacker may be able to use specific working clothes of the site to hide the intention.

Tk 2l U7 1) o s BRI, AR R B3 OUIR. TOE AR AR Mro & 4 A2 % i I T K
BN M e Ty, NS b e AT B T . B4, Mo w] DUGE
B R TAE RO RS A

This attack already includes a variety of targets and aspects with respect to the various assets listed
in the section above. It shall cover the range of individuals that try to get unregistered or defective
chips that can be used to further investigate the functionality of the chip and search for possible
exploits. Such an attacker will have limited resources and a low financial budget to prepare the attack.
However, the large amount of time that can be spent by such an attacker to prepare the attack will
impose a notable risk.

RRBGH A 75 A a B S M S BRI T . NI o B SR AR R
MBSk S A AR E ], XS T T A S R DR R R AT RE R TR . X
P IR Bt 5 4 6 B B B2 U AN S A R O O R v & Bk o SR, XM B et 3 o i 4 WLk
JIr A6 B YIS 1] DL R G A Bt 2 1R SR P o O S 285 1) XU

T.Rugged-Theft

An experienced thief with specialized equipment for burglary, who may be paid to perform the attack
tries to access security areas and manipulate or steal intended TOE (or its parts) during production.
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— MR IRC & T N E X GI R & A5 /M, vl Bt NBUR X SR 78 2B P R R
ol % 53 TEARY TOE 44

Although this attack is applicable for each site, the risk may be different regarding the assets. These
attackers may be prepared to take high risks for payment. They are sufficiently resourced to
circumvent security measures and do not consider any damage of the affected company. The target
of the attack may be products that can be sold or misused in an application context. This can comprise
chips at a specific testing or personalization state for cloning or introduction of forged chips. Those
attackers are considered to have the highest attack potential.

SRS dE TR, R T B IXR AT RE A BT ANF . XLl & AT ey 1 i
POl R v XU o AT AT A 8 1 B UROR R 22 i i, T HLANTE S8 A2 500 2 7] AR AT 52k . I
oy 1) b AT RE R AE SRR PP B R SR AT REARCEH &5 B HI A7 o X AT AR T Je B B ST N
Dyt i AR s AN HEAIRZAS S Fr o IR BBt B N B s I B v 7

Such attackers may not be completely defeated by the physical, technical and procedural security
measures. Special security measures like storage of items in safes or secured rooms provide
additional support against such attacks. Also, the unique registration of the products can support the
protection if they can be disabled or blocked.

PIEE . BORTIRE 7 22 4 it v] BETEIE 78 Al VE IR ORI o R IRt i, R0 i A7 TSULE PR B
M AR I, AR A SR AL TN SCRE . AN, S n] DAAE A BEH L
UL it B PHE — 30 7T RASZ AR DR

T.Computer-Net

An attacker with substantial expertise, standard equipment, who may be paid to attempt to access
the critical network segments remotely to get access to sensitive configuration data or items or
modify security relevant production processes.

— R R L RR AR E e B, AT RE K, 1k B R Uy 1) B M 2% B
LA i) B0 1 e B B H - BB e 2 i R i A e il A

T.Accidental-Change

An employee, contractor or student trainee may exchange products of different production lots or
different clients during production by accident.

DU AR R ESIE > 2 G A A 7 i R v AT RE TR T A 0 1 8 AS [ A 7 HE R AN [ 2 7 1R 77 o

Employees, contractors or student trainees that are not trained may take products or influence
production systems without considering possible impacts or problems. This threat includes accidental
changes e.g. due to working tasks of student trainees or maintenance tasks of contractors within the
development, production or test area.

AREFEINE R 7B R B AT e 2 A5 18 AT RE 7 A= B M B ) gl 22 2 77 e BORE Wi 2 7
ARGt XA IERAMEAL, Bl T G TARAE S5 BUR B R ETT A . AR B KX 42k
NI 4EESS
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Such accidental changes can include the modification of configurations for tools that may have an
impact on the intended TOE, or misuse of the tools during production. Other examples may be
production machine failures or mixed products during production among operators that are
responsible for products of different clients or different products of the same client. This also includes
the disposal of sensitive products using the simple “trash” procedure, and not the controlled secure
handling of the defective sensitive products.

R BN RE A FAZ AT BEX T TOE F=Asgmin T HECE, PR HERMH T A,
HE— DB 1] e NLAS B B AR BT AN [R5 7 7 i B AR L 2 R R AS AL, B3 [/l — 2 7 1A
A= AR A P2 IR IR & . IX IS B RS A 107 B 25 0 AR 10 AN S T4 22 4 1 AL B AR R A B
JER i o

T.Unauthorized-Staff

Employees or subcontractors that are not authorized to get access to products or systems used for
production get access to products or affect production systems, so that the confidentiality and/or
the integrity of the product could be impaired. This can apply to any intended TOE (or its parts) in
production.

REFA A T O R Al A T A 7 R ERR S8, 5™ S BEE M 287 R 5t 7™
DR TR/ B e B2 BRI . IX R PLIE A A2 7 FRAR AT U Y TOE #B A

Also, other subcontractors like cleaning staff or maintenance staff for the building get limited access
that may allow them to plan and conduct an attack. The secure handling of defective equipment
and/or intended TOE (or its parts) must be considered.

seah, HAb > BR, aiE s A A EgEE A AT SR TT AR, X AT REAE A ATTRE S TR A
BN Ui WAAE B BRIE B 5% AN/ B HUY TOE 1R 4 b P

T.Staff-Collusion

An attacker tries to get access to sensitive data or items stored or processed at the site. The attacker
tries to get support from one or more employees through an attempted extortion or bribery.

Tk 5 1K P 0 A 23l A i Ak B ) BB e T o e o o PR o el R U I R AT
S EZ AN IR E P

T.Attack-Transport

An attacker might try to get information or products during the external delivery to client. The target
is to compromise confidential information or violate the integrity of the products during the stated
external delivery process to allow a modification, cloning or the retrieval of confidential information
after the intended TOE production.

Ky 5 v e 1 B R A1 Bl A% 32 2 307 S PR LR PR IS S B0 dh o A AR AERIE B AN A A i
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4.3 HIR 243K Organizational Security Policies

The following policies are introduced by the requirements of the assurance components. The chosen
policies shall support the understanding of the production flow and the security measures of the site.
All the OSPs described below shall be enforced by the Security Objectives of the site.

MRS PRAEZEAF IV ZER, SIN T LU R S5Ems o Prade 5 A9 BRI SCHRF R B 26 7= i R A 24 4 1 Tt 11
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The evaluation of the security documentation of the site is maintained by the configuration
management system. This comprises all site procedures and policies regarding the intended TOE
production, quality inspection, tests, assembly control flows and the security measures that are in
the scope of evaluation.
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P.Config-ltems

The configuration management system shall be able to uniquely identify all the configuration items.
This includes the unique identification of items that are created, generated, developed, modified or
used at the site as well as the received, transferred and/or provided new items.

Mo B B RGN BE U0 ME— HIEC EIUH . B REARIZEIE. Ek. Tk BHEdi K
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The configuration management relies completely on the naming and identification of the received
configuration items. The consistency with the expected identification is verified after receiving, and
then each item is assigned with an internal unique identifier. This holds also for test programs and
other items that are provided to the site for local use. For configuration items that are created,
generated or developed at the site the naming and identification must be specified.

Pic B P e e O T 1A ) i L T i 44 AR IR o AR WA R i 38 e S U RR RN — Bl F
NEEATUH S FRME— PR iR IX 0 IE A TSR s ul fl B AS A Y A R P A G A 10
Ho Xt TEIZIE. EMRETF R BCE, AHEE fr 44 MhRiR.

P.Config-Control

The procedures for setting up the production process for a new product as well as the procedure that
allows changes of the initial setup for a product shall only be accessible by the authorized personnel.
Automated systems shall support the configuration management and ensure access control and
interactive acceptance measures for setup and changes. The procedure for the initial setup of a
production process ensures that sufficient information is provided by the client.

BEB™ wh A P AR R e LB Fo VR BE 50 b T 46 s B AR P R RE IR BN A . E s
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The product setup includes the following information: identification of the product, properties of the
product when received at the site, properties of the product when internally moved in the same
building, how the product is tested after assembly, any configuration of the processed item as part
of the services provided by the site, which address is used for the internal transportation.
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P.Config-Process

The services and/or processes provided by the site are stated in the configuration management plan.
This plan comprises tools used for the development and production of the product, the management
of flaws and optimizations of the process flow as well as the documentation that describes the
services and/or processes provided by the site.
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The security documentation with the processes descriptions and the security measures of the site
are maintained by a version control system. Control measures are in place to ensure that the defined
procedures for the documentation and production management are followed. In most cases tools
are used to support the processes at the site. This comprises e.g. scripts, programs or batch routines
developed by the site and other 3™ party production data processing systems. This comprises also
service levels and quality parameters.
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P.Reception-Control

The inspection of incoming items performed at the site ensures that the received configuration items
comply with the properties stated by the client. Furthermore, it is verified that the product can be
identified, and a released production process is defined for the product. This aspect includes the
check that all required information and data is available to process the items.
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P.Accept-Product

The testing and quality control of the site ensures that the products released by the site comply with
the specifications agreed with the client. The acceptance process is supported by automated means.
Production records are generated during the acceptance process of the configuration items. Thereby,
it is ensured that the properties of the product are ensured when the products are in release phase.
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P.Zero-Balance

The site ensures that all sensitive items (security relevant parts of the intended TOEs of different
clients) are separated and traced on the chip basis. According to the released production process,
the defective assets are sent back to the client.

Zonl SR AT A BURITH  CRFEIR T T TOE B2 A GH 4 ) #1700 7 2l k47 70 58
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This policy covers the packing and handover of products at the site after the applied production flow.
All finished products are sent back to the clients that provided the items or sending the products to

the specific locations requested by the clients. This is considered as an internal shipment to the client
(not the end user).
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P.Product-Transport

Technical and organizational measures shall ensure the correct labelling of the product. A controlled
external delivery to client (not the end user) shall be applied. The transport supports traceability up

to the recipient. In case the product needs to be moved within the building, this will be considered
as internal transportation.

BRI TG Wt A O 7 i AR S Y IERA P . MR 248 AN S a2 7 (AR REHTD)
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P.Organize-Product

The production process is applied as specified by the site’s configuration management plan. If the
production data includes sensitive items, appropriate security measures must be applied.
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P.Flaw-Remediation

A flaw remediation procedure must be in place to continually minimize potential flaw by tracking and
handling reported security flaws across their life cycle.
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4.4 R Assumptions
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Each site operating in a production flow must rely on preconditions provided by the previous site.
Each site has to rely on the information received from the previous site. This is reflected by the
assumptions that might be defined for the site, even though the assumptions lay outside of the
evaluation scope. Therefore, any assumptions made are considered to be satisfied (i.e. true) during
the evaluation. Assumptions provide a basis for an appropriate production process setup to ensure
secure handling and storage of all configuration items related to the intended TOE production. The
processing activities at the site rely on the assumptions related to the products, the data, the
documentation and the transfer information/items provided by the client or the product supplier.
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A.ltem-Identification

Each configuration item received by the site shall be appropriately labelled to ensure the correct
identification of the configuration items received from the client.

il RIS ) C B T T 2 AR, DAB DR A2 P 2 WA 381 ) T S 0 ) TR A TR
A.Prod_Release

The client is responsible for the release of the products to be produced.

F P RTTRATRE T b

A.Prod-Specification

The product developer must provide appropriate specifications and guidance for the assembly and
testing of the product. This comprises configuration management plan for an appropriate assembly
process as well as test requirements and test parameters for the development of the electronic tests
or finished test programs appropriate for the final testing. The provided information includes the
classification of the delivered items, documents and data.
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A.External-Delivery

The recipient (Card issuer or Smart Card Production plant) of the product is identified by the address
provided by the client. The address of the client is part of the product setup. Every recipient of the
product is identified by the address provided by the client.
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A.Product-Integrity

The self-protecting features of the chip are fully operational, and it is not possible to influence the
configuration or behavior of the chips based on insufficient operational condition or any commands
sequences generated by an attacker or by accident.
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The developer assumes that the features used for testing of the chip (die) at the end of the life-cycle
phase 3 and phase 4 (according to (1)) are disabled. The developer will be provided with the
configuration of the product that will be used as the basis for the integrity protection during the
internal transportation.
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5 4224 H#s Security Objectives

The Security Objectives are related to physical, technical and organizational security measures, the
configuration management as well as the internal transportation.

R HRE LB, BRI 2 it BB S LA S
0.Security-Documentation

The security of the site is maintained according to the site’s security documentation covering all
physical and logical security measures.

WY 22 2 ORI I 22 4, W SCHHIR RS T ORI 22 4 I BT WD 3 RZ 4 4 e
O.Physical-Access

The combination of physical partitioning between the different access control levels together with
technical and organizational security measures allows a sufficient separation of employees to enforce
the “need-to-know” principle for the production areas. The access control system shall limit the
access to these areas including the identification and rejection of unauthorized people. The site
enforces three levels (level 1 to level 3) of physical access control rights, which correspond to the
controlled areas (level 1), security areas (level 2) and high-security areas (level 3) of the site. The
access control measures ensure that only authorized employees and vendors can access such areas.
Sensitive products are only handled in the production areas.
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0.Security-Control

| Ref: ZHGLB-2022A-01-0.2 | Version: 0.2 Page 20 of 71|
PUBLIC




Reference ZHGLB-2022A-01-0.2 Document Type | CC Documentation
Secret Level | Public Effective Date 28/11/2023

Assigned personnel of the site or guards operate the systems for access control and surveillance and
they respond to alarms. Technical security measures like video monitoring, motion sensors and
similar kind of sensors support the enforcement of the physical access control. These personnel are
also responsible for registering and ensuring escort of visitors, contractors and suppliers.
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O.Alarm-Response

The technical and organizational security measures ensure that an alarm is activated (detection layer)
before an unauthorized person gets access to any sensitive configuration items (asset). After the
alarm has been triggered, the unauthorized person must be hold back by other security measures
(stop layer). The reaction time of the employees or security guards must be short enough to prevent
the attack.
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O.Internal-Monitor

The site performs security management meetings annually. The security management meetings are
used to review security incidences, to verify that the security measures are correctly configured, and
to reconsider the assessment of risks and security measures. Furthermore, an internal audit is
performed every year to control the application of the security measures. Sensitive processes maybe
controlled within a shorter period to ensure the sufficient level of protection.
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0O.Maintain-Security

Technical security measures are maintained regularly to ensure correct operation and uninterrupted
operation. The logging information of the sensitive systems is checked regularly. This comprises the
access control system to ensure that only authorized employees have access to sensitive areas as
well as computer/network systems to ensure that they are configured as required to ensure the
protection of the developer network and computer systems.
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O.Logical-Access
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Access to the production operation machines and related production systems are restricted to
authorize employees that work in the related area or that are involved in the configuration tasks or
the production operations. Every user of an IT system has its own user account and password.
Authentication of the users is enforced by all computer systems.
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O.Logical-Operation

All network segments and the computer systems are kept up to date (software/hardware
updates/upgrades, security patches and virus protection). The backup of sensitive data and security
relevant logs is applied and protected according to the classification of the original data.
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0.Config-ltems

The site has configuration management systems that assign a unique internal identifier to each
product/item to uniquely identify configuration items and allow their trackability and traceability. In
addition, the internal security procedures and guidance documentation are covered by the
configuration management systems.
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0.Config-Control

The site applies a release procedure for the setup of the production process for each new product.
In addition, the site has a process to classify and introduce changes for services and/or processes of
released products. A designated team/employee is responsible for integration of new products or
changes into the configuration management system.

uh O A SRR W E N KRR . RN, i S AN B AR P IR S5
A/ BRFR AT 7 M 5] N I AE . F8 e W EIBA/ 2 A 5045 587 77 o B AR o 38 31 e B 4
ARG,

0.Config-Process

The site controls its services and/or processes using a configuration management plan. The
configuration management is controlled by tools and procedures for the production of the product,
for the management of flaws and optimizations of the production process flow as well as for the
documentation that describes the services and/or processes provided by the site.
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O.Acceptance-Test

The site ships the outgoing configuration items that fulfil the specified properties. Parameter checks,
electronic and/or visual checks and inspection, and quality tests as specified by the clients are
performed to ensure the release product is compliant with the client specifications. The test results
are logged to support tracing and the identification of systematic failures.
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0.Staff-Engagement

All employees who have access to the intended TOE (or its parts), and who can move TOE (or its parts)
out of the production areas are thoroughly checked for the security violations and must sign a non-
disclosure agreement. Furthermore, all employees in the production areas are trained and qualified
for their job.
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0.Zero-Balance

The site ensures that all sensitive products (intended TOE of different clients) are separated and
traced on a chip basis. Automated control and/or two employee’s acknowledgement is applied for
during shipment of the functional chips. The defective chips will be sent back to the client. All the
production stages of sensitive products are automatically managed through the configuration
systems, the quantity of the intended TOE and defective products are recorded in the configuration
system to ensure that all the sensitive materials/parts are under control.
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0O.Reception-Control

Upon reception of the incoming products (raw materials), an immediate inspection is performed. The
inspection of physical products is done according to the internal requirements. It comprises the
surface checks of raw materials, quantity of products checks, the identification and assignment of the
product to a related internal production process. For security checks, the integrity and authenticity
of the incoming products are verified upon reception.
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O.External-Delivery
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The sender of a physical configuration item is identified by the assigned client address on the
shipment form. The sender of an electronic configuration item (e.g., initialization data, response data)
can be identified in different ways (e.g., certificates, public keys). The specific way is defined in the
procedure of external delivery to client (not final intended TOE user). The external delivery procedure
is applied to all sensitive configuration data or items. The recipient of shipment can only be changed
by a controlled process and authorization is required. The packaging (if any) is also part of the defined
process and applied as agreed with the client. The approved couriers supports the tracking of
sensitive configuration data or items during external delivery. For every configuration data or item,
the integrity and authenticity security measures are defined (if necessary) to protect the product
against manipulation/alteration/forging.
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O.Transfer-Data

Sensitive electronic configuration items (data or documents in electronic form) are protected by
applying cryptographic algorithms to ensure confidentiality and/or integrity (whatever is required)
during internal transportation and external delivery to/from client (not the end user). In case
asymmetric cryptographic algorithms are applied, the associated cryptographic keys must be
assigned to individuals to ensure that only authorized employees are able to extract the sensitive
electronic configuration items. Alternatively, the symmetric key or password-based exchanges
methods might be used (e.g. symmetric key encrypted files, password protected archives). In the
latter case, it has to be ensured that only authorized users have access to the symmetric
cryptographic keys or passwords. The cryptographic keys and/or passwords are exchanged/stored
based on the defined security measures, and they are sufficiently protected.
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0O.Control-Scrap

The site has security measures in place to destroy sensitive documentation/items/media and securely
erase electronic data media, so that the data cannot be used in any meaningful way to impair
confidentiality of the TOE. The defective and rejected products (scraps) are collected and returned
back to the client.
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O.Flaw-Remediation

This site has defined a written procedure and appointed responsible to collect, track and handle any
reported security flaw to achieve a goal that reported security flaw being handled, potential security
flaw being prevented and corrective actions being delivered to the intended TOE receiver.
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5.1 %4 B34 EH Security Objectives Rationale

The following table provides the rationale for the Security Objectives tracing showing that all the
Threats and/or OSPs are effectively addressed by the Security Objectives.
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5.1.1 #4 HiRBE Mapping of Security Objectives

Security Objective

Threats and OSP

JBi Al OSP ‘74 H bR

T.Smart-Theft

Lk Ve 2=
R G

0O.Security-
Documentation
AR
O.Physical-Access
PyBE ]
0.Security-Control
A
O.Alarm-Response
o [
O.Internal-Monitor
P %
0.Maintain-Security
LAY

The combination of structural, technical and
organizational measures detects unauthorized
access and allow for appropriate response on
any threat.
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T.Rugged-Theft

0.Security-
Documentation
LAY
O.Physical-Access
PyBE ]
O.Security-Control
Sactt ekl
O.Alarm-Response
kI
O.Internal-Monitor
R AEE

The combination of structural, technical and
organizational measures detects unauthorized
access and allow for appropriate response on
any threats.
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T.Computer-Net
THEHL S

T.Accidental-
Change

BAMER

T.Unauthorized-
Staff

REFAU AT

0.Maintain-Security
GAYEH

0O.Security-
Documentation
LAY
O.Logical-Access
B ]
O.Logical-Operation
BIRHRAE
O.Internal-Monitor
PR 8 A
0.Maintain-Security
GAYE
O.Staff-Engagement
RT%E
O.Logical-Access
B ]
O.Physical-Access
Y ]
O.Config-ltems

fic & 15 H
O.Staff-Engagement
MILZ5
0.Config-Process

fict & 3
0.Zero-Balance
0O.Acceptance-Test
Loy NIIEN
O.Logical-Access
B 7]
O.Physical-Access
YIEE i i)
0.Security-Control
A
O.Logical-Operation
R
O.Internal-Monitor
P8 4
O.Maintain-Security
GAYEH

0.Security-
Documentation
LAY
O.Alarm-Response
U ) )5
0O.Zero-Balance
0.Staff-Engagement
NILZ5
0O.Control-Scrap
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Physical and logical access control limits the
access to sensitive data to authorized persons.
In addition, organizational measures prevent
uncontrolled access to products or product
related items.
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The automated measures and the control and
verification procedures avoid accidental

changes of sensitive items.
Bl i DA B 2 i R 6 E AR 38 4 T OB S ) R AR
1.

The application of internal security measures
combined with the hiring policies that restrict
hiring to trustworthy employees prevent
unauthorized access to the sensitive data or
items.
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T.Staff-Collusion

AT

T.Attack-Transport

&y

P.Accept-Product
PR

P.Config-Control
P B 4 )

P.Config-ltems
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The applied security measures on sensitive
data during internal transportation and
external delivery prevent modification or
disclosure of any sensitive data during
transport. The applied security measures on
physical items during internal transportation
and external delivery allow detection of
attempted attacks.

TE PN R 23RN 5038 it A R BBURR B SR I 2 A
T, B 1 7E Ta i ok SRR AT 18 sk . EA
TS AN A AT I R, KSR T e At i, mTLA
R0 2] 4 Pl 3 o 2 o

The combination of structural, technical and
organizational measures detects unauthorized
access and allow for appropriate response on
any threats.

SERME . B AN R it ) 25 AT DA B R
LEARIVIE, I RVERHMER BUE HIE 24 1R
B

On request of the client release tests are

performed.
MR i (K, BT HEHE D

The scope of the configuration control

comprises the production process.
e 28 2 ) 1 3 BBl B 4 A P i

All relevant items are covered by the control.
B A ORI E B NP .

The scope of the configuration control

comprises the production process.
T B o) P 3 BBl B A AR e R

The application of the production processes is
supported by technical and organizational

means.
A R R A B T BORANALITF B SR
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O.External-Delivery
GRS
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B At
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fid B 5 H

The controlled shipment and delivery
procedures ensure correct shipment and

delivery of items.
SZE MBI RIS AR T B OR A i B IEFf R ig RS2 £

P.Reception-Control

Bz

O.Reception-Control

el

The incoming control on physical items
ensures that only authentic items of correct
quantity are accepted.

X S R B VAL o R R 52 IE A B (R I

The incoming control on integrity and
availability of items ensures that only

authentic and qualified items are accepted.
XA i B 5 B PR FE P P N2 1 A DR R USRI i
(1) R 2

P.Zero-Balance

TFH

0O.Zero-Balance
0O.Control-Scrap

R I Az 1
O.Internal-Monitor
P S 4
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nI1s5

The handling of correct and defective items
ensures that no unexpected missing items or

left-over items occur.
AETRANAE BRBE 4 S I AR B AR AN 2 B AN 25
Bl B .

P.Flaw-Remediation

BREEBERE

O.Flaw-Remediation
REBIERE

Reported security flaw will be handled
according to the written procedure of flaw
remediation so that reported security flaw will
be collected, tracked and handled in a

concerted way.
T ) 2 Aok B R H2 IR SR I AE R R T AE e b AT A0 B, BL
FE 5 1) 22 e GRBE AT P RIUSC B . BRER AN AL

TABLE 1 MAPPING OF SECURITY OBJECTIVES

The following table provides the tracing from the Security Objectives to the Threats and/or
Organizational Security Policies (OSPs).

NRER T2 B S B/ B 2322 4 5% (OSPs) 2 [A] RIS .

P.Accept-Product
P.Config-Control

O.Acceptance-Test

O.Alarm-Response
0.Config-Control
0.Config-Process
0.Control-Scrap

O.External-Delivery
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O.Internal-Monitor
0.Logical-Operation
0.Maintain-Security
O.Physical-Access
0.Security-Control
0.Staff-Engagement
O.Transfer-Data
0.Zero-Balance
O.Flaw-Remdediation

. O.Reception-Control

P.Config-ltems ‘
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P.Config-Process

P.Organize-Product D<
P.Product-Transport D<
P.Reception-Control ><

P.Zero-Balance

P.Flaw-Remediation

T.Accidental-Change >< N>< >< >< ><

T.Attack-Transport

T.Computer-Net
T.Rugged-Theft ‘
T.Smart-Theft ‘

T .Staff-Collusion >< >< >< ><><><
T.Unauthorized-Staff D< >< W >< ><

Table 2 MAPPING BETWEEN policies/threads covering objectives

5.1.2 %4 HIRBLSKIIE Justification of Security Objectives mapping
T.Accidental-Change

Objectives 0O.Logical-Access and O.Physical-Access protect the sensitive items defined by O.Config-

ltems from an unauthorized physical and logical access.
AR ] A BT 1) R4 B B T e SO BBURR I, G S ARG BUR P B AE B 7]

O.Staff-Engagement ensures that staff with access to sensitive items are well trained and trustworthy
and follow the CM plan defined by O.Config-Process.

TS 50 UAME 7 5 BURE ™ LAl 7 T R sl (&R HIER1EH,
I8 I 2P ) F RSBl AR T B AR R 7 2 ] B R i

0O.Zero-Balance ensures correctness of shipment and traceability of the release products for each

client.
AT R RN 7 10 Rt 32 i 4D TR A AT T I

Before shipment, O.Acceptance-Test guarantees that the release products meet the required criteria

imposed by the client.
FEEAT BT 2 H S SO ORAIE S A 45525 1 B2 R PRt
T.Attack-Transport

The security measures defined by O.External-Delivery ensure that an attacker cannot get access to

sensitive physical or electronic data or items during internal or external shipment. For electronic
items, the threat is further countered by the security measures defined by O.Transfer-Data.

HNERAZAT RE SR 2% A 1 Tt A DR JAT o 2 oV £ P TS B 47 S A S 18] 7 1) U A ) 2 i e ol
. XTHRTIUE, oA e SO A SR
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Therefore the combination of O.External-Delivery and O.Transfer-Data is sufficient to cover T.Attack-
Transport.

PRk, AR RAE A AN AL fan 4L & A2 LB s ds i e

T.Computer-Net

O.Security-Documentation specifies all security measures of the site and is therefore the very basis
to counter all attacks to the assets of the site.

LA RE 7ok T 2 A h i, AR St R T B e (il

The logical security measures defined by O.Logical-Access prevent an attacker from unauthorized

remote access to sensitive data. The measures defined by O.Logical-Operation ensure that the IT
systems are kept up-to-date and ensure backups integrity, availability, and confidentiality.

RV ) e SCR)E AR 2 i it n] B 1B ey 3 o U AT RS IE FE VT 1] IZ AR ERAE
SE TR 1T RGUIRFFBOIIRAS, AT i DR AR U7 1) 52 SR 2 A i 35 S (it A2 6 1) %
B IXAR] T A ERI I AYES 2% A I SCH

O.Internal-Monitor ensures the periodic review of suitability/adequacy of the current protection

mechanisms and their correct implementation and operation.
PR M 2 e PR e 0 o = T 22 AL ) 5 R A St PAAT R R AT S

O.Maintain-Security requires the security checks to ensure the integrity and availability of the

security mechanisms.
LA YA BR N 22 AU BEAT R i R I S B AT R AT

The measures defined by O.Staff-Engagement ensure that staff with access to sensitive items has the

required skills to maintain the integrity and confidentiality of the TOE (or its parts) by the correct
operation of the security measures/procedures established at the site.

T2 558 SCHIFE R R4 AU ) it 1) 03 T B 2 e BE RO FRE, G 1 A St 22 4= 47 it/ A2
AEY TOE BHALPF (R 5e B PE AL -

Therefore the combination of O.Security-Documentation, O.Logical-Access, O.Logical-Operation,

O.Internal-Monitor, O.Maintain-Security and O.Staff-Engagement are sufficient to cover T.Computer-
Net.

R, Zasoi, HUTR . SRR ks, P ReMTIEANRS 5N G 2 UE
w AL

T.Smart-Theft and T.Rugged-Theft

O.Security-Documentation specifies all security measures of the site and is therefore the very basis

to counter all attacks to the assets of the site.

LA ERUE Tk TR A fh i, DR O U B B (i

| Ref: ZHGLB-2022A-01-0.2 | Version: 0.2 | Page 30 of 71|
PUBLIC




Reference ZHGLB-2022A-01-0.2 Document Type | CC Documentation
Secret Level | Public Effective Date 28/11/2023

The site is protected with the measures defined by O.Physical-Access preventing the unauthorized

access to the developer facilities. Procedures and measures defined by O.Security-Control ensures

the correct operation of access control mechanisms supporting the physical security.

B3z K RID B IR E (0 6 M HEAT DRY7 S BTIE AR B BENBEHE . 2 A il AR (V0 R P A4 it
DR SCRF B 22 LA R IR RIS AT

O.Internal-Monitor ensures the periodic review of suitability/adequacy of the current protection

mechanisms and their correct implementation and operation.

PRI E 1O 4w ORGP LA (03 P A R R I B SE AN AT R E R A, e i e T
IR P e B A A .

O.Maintain-Security requires the security checks to ensure the integrity and availability of the

security mechanisms.
AU RS 2 ML AT A A A ORI e B A AT AT

0O.Alarm-Response ensures that in the event of an intrusion, the intruder will not have a sufficient

amount of time to succeed the attack without being noticed by the security protection supporting
forces. The facilities resistance time must exceed the reaction time of the security forces.

e A ) B ORAE R AR NAR IS, AR AN i e B2 i Tt IR N T, NAR A I 1) 58 R e
Therefore the combination of 0.Security-Documentation, O.Physical-Access, O.Security-Control,
O.Alarm-Response, O.Internal-Monitor and O.Maintain-Security are sufficient to cover T.Smart-Theft
and T.Rugged-Theft.

PSN: PR S8 = NI 7/ = 7)) LTI 7= o ol ] N & L VYA ) =i A e e ot i AN M SR g vl D R e

[y Ve B2
He K5 &)

T.Staff-Collusion

O.Security-Documentation specifies all security measures of the site and is therefore the very basis

to counter all attacks to protect the assets of the site.
GASCREUE T b s BT e i, DRIk s BB A B8 7= By () Al

The measures defined by O.Staff-Engagement ensure that staff with access to sensitive items has the

required skills to ensure integrity and confidentiality of the items, and to understand the risks and
liabilities of supporting an external/internal attacker or acting as an attacker.

T2 558 CHIFE A R AU it 1 03 TR A e RO RRE, i 1A St 22 4= 48 it/ A2
AEY TOE B AL 1 5e BEPE AL 2 1%

It is ensured that the required security level of the site is maintained at all times by the security
measures defined in O.Internal-Monitor and O.Maintain-Security including background checks during

the hiring process and security procedures for the terminated employees (e.g., deactivation of the
user accounts, the user access rights revocation). i A 358 Wa 4% Fl 22 4 43 vhof g 1 22 2 e it
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LA TN D31 )78 % A AT A e 53 TR R R (k=D BRI I 2 a2
AR L RFFAAE

O.Transfer-Data ensures the integrity and confidentiality of sensitive data during transfer.
AR R 1 BUREE AR i R b ) 2 A .

The security measures defined by O.Control-Scrap ensure that an attacker cannot get access to

sensitive data from the scrap.
PRI TE SR 2 4 1 T PR DR 0 2 A il kA P 7 LU R IS ek U R X e B 4

Therefore the combination of O.Security-Documentation, O.Internal-Monitor, O.Maintain-Security,
0.Staff-Engagement, O.Transfer-Data and O.Control-Scrap are sufficient to cover T.Staff-Collusion.

BlItE, Z4scft. WERRIE. 224, RT25 ., Bdafemm ksl s & 2 Ll e T
fEN LR IE,

T.Unauthorized-Staff

By measures defined by O.Logical-Access and O.Physical-Access, unauthorized staff cannot access

any sensitive assets. The threat is further countered by the additional physical and logical security
measures defined by O.Security-Control, O.Logical-Operation and O.Internal-Monitor and

0O.Maintain-Security.

MR 2 AR U7 R AN BE U5 1] € SCROTE M, RPN 5% TN RES A AR 5577 o 15 i s S
gl RIS S R AR, RIS 22 e iy e WPl AT 2ok

O.Security-Documentation specifies all security measures of the site, and therefore, is the very basis

to counter all attacks to protect the assets of the site.
LAY E 15k SR BT A 22 A4, BRI Rl SO B A B8 7 ek ) A

0O.Alarm-Response ensures that in the event of an intrusion, the intruder will not have a sufficient

amount of time to succeed the attack without being noticed by the security protection supporting
forces. The facilities resistance time must exceed the reaction time of the security forces.

LA N DR RLE N R BRI, N AR B FEAP L RGE R BLRI TG D0 F B 3547 A2 98 [ I [A] B
DSy, B IFRARN IR TA) 4 T 22 OR N 53 i B2 IS 1) o

Staff attempting to deliberately or by mistake access the sensitive assets for which no authorization
is granted, will be detected and prevented by the security measures defined by O.Internal-Monitor,

and O.Zero-Balance. O.Staff-Engagement requires staff to be vigilant and repot any abnormal

behaviors or situations.
T TR (A BB E) VT AR B, AR A VT ) 2 sl 2], B P e X
PG ERL b . HAR T AE N RIS E T RE 2 L 21, I TAEN S 5 kHUT -

Rejected assets will be collected before leaving the facilities where the access is controlled and
returned to the client, by measures defined in O.Control-Scrap.
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T I PR ] b SRR A AR AT ) B 7 A B T S 458 O AT WO ER I HLR IR 45 %% 7 i o
P.Accept-Product

O.Acceptance-Test directly enforces the policy for which the products are released only when quality

criteria defined by the client is satisfied.
A B S e SCH) H AR BB SR AT R R R 25 7 E SCHIFRHERS A R AT 7 i R EUR

0.Config-Control and O.Config-Process contribute to the product quality acceptance framework

necessary to enforce the policy.
e 7 1) R G S R A BT S S P 75 ) SRS )
P.Config-Control

Objective 0.Config-Control directly enforces the policy as all the production processes are explicitly
tailored for each client. O.Config-ltems, O.Config-Process, O.Reception-Control and O.Logical-Access
define the additional security measures and procedures to enforce the policy.

P B A% BT BAREER, B9 T IR AT /2 D it H A B 5 i 0o TG 42 1) Y S it e
FE SO R BCE I T B AR 2 i ATIE R U ) B 18 AR 7 SCHF

P.Config-ltems

Objective O.Config-ltems directly enforces the policy as all the configuration items are explicitly

tailored for each client. O.Reception-Control defines the additional security procedures to enforce

the policy.

Pic B 000 EL R PAT SRS, DR D I AT (R I R A0 D 1 P BT 5 ) 1 o P 8 0001 BRAT 2 i A %
Ae s fl) PRI R e SR I o

P.Config-Process

0.Config-Process directly enforces the policy as it defines all the security procedures and measures

(CM plan) used during the production process.

I IR 55 5E 3 2P RN SCARE OV REGUEER, JHETR v BT
P.Organize-Product

O.Config-Process ensures that a configuration management plan is in place.

W B o R R T B R B4

0.Config-Control ensures that the configuration management plan is applied and followed during the

production process.
P B o DR A e R e S B A T A B R

O.Logical-Access and 0O.Logical-Operation provide the necessary security measures to protect

sensitive items from an unauthorized access or modifications.

3G AR U7 1) RN IE S5 A D BHLLE X RO 1) AR I 7] B G I 1 e 2 (1 22 i it
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P.Product-Transport

O.External-Delivery ensures a secure external transportation of the release products. O.Transfer-

Data ensures secure transfer of sensitive electronic data items. O.Config-ltems ensures the correct

labelling of the product.

77 ot 32 i L% R A RS R B 1 A1 S S A AR A R P L O ) A e S 5 ) AT . OB 52
FEX Ao fI AT DL DR BRAE I

P.Reception-Control

O.Reception-Control ensures that the reception procedures for the secure products are applied and
followed.

i AL TS AR T 72 SRR e B AT R A3 11| SR

P.Zero-Balance

0O.Zero-Balance and O.Control-Scrap ensure that no sensitive items loss occurring during production
and shipment. Besides, O.Internal-Monitor and O.Staff-Engagement further contribute to the policy
enforcement by defining additional security measures and procedures for the access control and staff

awareness.

TP T AR R PAT I, ERRA S RAEEANERBGR Y M. LA,
NS E AN 2 T2 5t A BT X UK.

P.Flaw-Remediation

O.Flaw-Remediation ensures that a formal security flaw handling procedure is in place.

B 2 2L B BREE R SCHLY,  CABA ORAT IR 3N 2 A R A PR 1 o
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6 ¥ BFIEA Y X Extended Assurance Components Definition

No extended components are defined in this Site Security Target.

PR 2 4 A bR A BOR € SR R 4L
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7 ZERBEER Security Assurance Requirements

The Security Assurance Requirements (SAR) for this Site Security Target are derived from the ALC
(Life-cycle support) assurance class as follows:

- ALC_CMC.5 (CM capabilities)
- ALC_CMS.5 (CM scope)
- ALC_DVS.2 (Development security)
- ALC_LCD.1 (Life-cycle definition)
- ALC_FLR.1 (Flaw remediation)
A% SST W 2 A RAIEESR (SAR) KT ALC (A= AUISCRED HIPRIES -
- ALC_CMC.5 (CM fE77)
- ALC_CMS.5 (CM i)
- ALC_DVS.2 (JT Kk %4:)
- ALC_LCD.1 (A HIE X)
- ALC_FLR.1 (BRFEfE %)
The ALC-SARs listed above are described in CC Part 3 (3) and fulfil Minimum Site Requirements (5).
PA_EF1 Hi B ALC-SARs £ CC Part 3 H i - /2 e (Rt FUEESR (5).
The dependencies for the assurance requirements named above are as follows:
ALC_CMC.5: ALC_CMS.1, ALC_DVS.2, ALC_LCD.1
ALC_CMS.5: None
ALC_DVS.2: None
ALC_LCD.1: None
ALC_FLR.1: None
R RAEE SRR R R AN -
ALC_CMC.5: ALC_CMS.1, ALC_DVS.2, ALC_LCD.1
ALC_CMS.5: &
ALC_DVS.2: &
ALC_LCD.1: &
ALC_FLR.1:

The dependency ALC_CMS.1 is satisfied by inclusion of the hierarchically higher assurance
component ALC_CMS.5.

The dependency ALC_LCD.1 is partially fulfilled because the site does not cover the whole life cycle
of the TOE development. For this site, only the Phase 4 (IC Packaging) (1) are relevant.
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7.1 NHAUBHAEGE Application Notes and Refinements

7.1.1 CM IjgEMEiR Overview regarding CM capabilities (ALC_CMC)

A production control system is employed to guarantee the traceability and completeness of different
production charges or lots. The chip lots, production serial number, client part ID, production
quantity, defective products quantity, operators, production progress, serial number of production
machines, working time of operators, usage of raw materials, etc. is tracked by this system.
Appropriate administration procedures are implemented for managing wafers, dice and/or packaged
products, which are being removed from the production-process in order to verify and to control
predefined quality standards and production parameters. It is ensured, that wafers, dice or
assembled chip removed from the production stage that are not functional will be delivered to the
client instead of destruction.

KA ARG, REA R 452 Bt R KT g A e . 2 RgxG Aty £
PAFRAS . M ID. AR R AN AR LSRR . R
PEN G AR TA) L JEURRHE F AR 100 4 EAT R o S 4 R 8 AR 7 R B A P i R b %
BRI AR A/ B i, PSSR F0UE SO AR EAN A7 240 W R AL B
BB IIANBEIE T TARRI B f ) BRSSP 4 % 7, AN 2 B 5

The configuration control and a defined change process for the procedures and descriptions of the
site under evaluation are mandatory. The control process must include all procedures that have an
impact on the evaluated production processes as well as on the site security measures.

RT3 5O P O 92 L5 S 28 A A AR . S AL 5
STt 0 e R B K 8 % 4 M S WO R

The life-cycle described in (1) is a complex production process. Only parts of this production process
are normally provided at a specific site. In such a case the control of the product during such a
production process must include sufficient verification steps to ensure the specified and expected
result. Test procedures, verification procedures and the associated expected results must be under
configuration management for these cases.

(1) iR B Ay B 2 — DN E R B A I R . @ E R A I AR R E B R R A . 7
RXAPIE O, AR A AR P 3 o 7 i PR 48 1) 0 2BV 45 R ) Sl P R, AR DR E AR 73
5 R TR rE oL, MR SR UuERE i AR S U 45 R i TICEE 2 R .

The configuration items for the considered product type are listed in section 4.1. The CM

documentation of the site must be able to maintain the items listed for the relevant life-cycle step
and the CM system must be able to track the configuration items.

FIOBLR B 7 i SR B I 2 W 4. 1. BUIAA OM SORS A 2B RE S A4 AH OC A i o 30020 3R 31
HEITE , I H M RS IR 8 IR E T H .
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A CM system has to be employed to guarantee the traceability and completeness of different
production charges or lots. Appropriate administration procedures have to be provided in order to
maintain the integrity and confidentiality of the configuration items.

WK CM - RGURPRAUEA [ 27748 4 Btb iy B A e Sk . AR I =4 1) 8 BEAE
s DAORIFHC B I e B A L ko

7.1.2 CMEEMIA Overview regarding CM Scope (ALC_CMS)

The scope of the configuration list for a site certification process is limited to the documentation
relevant for the SAR for the claimed life-cycle SAR and the configuration items handled at the site.

i AR DR AR B 1) 2 BV PR PR T 5 75 B ) A i ) 3 SAR FIAE st s A 3 AR TG B 0TS SAR
FHOGH SRS

Process control data, test data and related procedures and programs can be in the scope of the
configuration management.

FE RGBS B N ya By DR S I R e . I AT R e MR o

7.1.3 FRZEMA Overview regarding Development Security (ALC_DVS)

The CC assurance components of family ALC_DVS refer to the “development environment”, to the
“TOE” or “TOE design and implementation”. The component ALC_DVS.2 “Sufficiency of security
measures” requires additional evidence for the suitability of the security measures.

ALC_DVS FJII cC fRUFA MR TP RIF L. “TOE” 8 “TOE il FI5LH”. ALC_DVS.2 ¥4
2 AT IR A 0 BEOR SR A 2 A PR I B MIE S .

The intended TOE Manufacturer must ensure that the development and production of the intended
TOE is secure so that no information is unintentionally made available for the operational phase of
the intended TOE. The confidentiality and integrity of design information, test data and configuration
data must be guaranteed, access to any kind of samples (client’s specific samples or open samples)
development tools and other material must be restricted to authorized persons only, and scrap must
be controlled and returned.

TOE il it i W AU R TOE I R FAE = R 24N, XFEMASTLEF A TOE Mg Th B it

MG R . DACRUE R HE B D s A B s ML P A e B e, AR AT SR 28 ()
(2 P BRE € FF i B IBORE it D T R T BRI At A R 6 U [ 0 AN R T4 AN B2, Ho% 4

P I FHAR [l P AL

Based on these requirements the physical security as well as the logical security of the site are in the

focus of the evaluation. Beside the pure implementation of the security measures, also the control
and the maintenance of the security measures must be considered.

TR LEOR, Bl Y B 2 NS e 2 e R PP O R . BR T ERALSE 2 A T AP
IR WA IR BB X 2 A Tt R A ) AN LE 3 o
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If the transfer of configuration items between two lanes involved in the production flow is included
in the scope of the evaluation (life-cycle covered by the product evaluation) this is considered as
internal transportation. In general, the security requirements for confidentiality and integrity are the
same but it must clearly distinguish to ensure the correct subject of the evaluation.

ARSRAE R P S A T R A 7 el PP A T IR i ) A i B D 7 2k 2k M) A TS B H
¥, WHPONENAMIIZ . —BORU, DR RN S B A 2 2 BORGE A F 1, (ELA 5 1 X
75, LARAORIERA B PPAS A

7.1.4 A4 AHE R Overview regarding Life-Cycle Definition (ALC_LCD)

The site is not equal to the entire development environment. Therefore, the ALC_LCD criteria are
interpreted in a way that only those life-cycle phases have to be evaluated which are in the scope of
the site. The PP (1) provides a life-cycle description there, specific life-cycles steps can be assigned to
the tasks at site. This may comprise a change of the life-cycle state if e.g. testing or initialization is
performed at the site or not.

2k KOPANGE TSI KO Bk, ALC_LCD rifERIARRE T 202, R PRA I 3E Bl A
A ar BB, PP ()50 1 AR dn A A, AT RASE D7 AT 55 20 BCRr € I ZE A S D . X
A RE BRSO A A A RS, R S AE I AT I BT a6 1 -

The PP (1) does not include any refinements for ALC_LCD. The products are assembled and delivered
to the client. The defective products are also returned to the client.

PP (1)ANELFEXS ALC_LCD HARA Bt 72 A S i E S8 AT 45 %0 /7 o AN 7 i B AR el 2
IR

For this site, only the phase 3 'IC Packaging' is relevant.
A j AT C BB B A i A R AR SR Y

7.1.5 GREEBEEMIE Overview regarding Flaw Remediation (ALC_FLR)

Since this site is a production site and the finished good is not in a status that can be delivered to the
end user of intended TOE. Therefore, the flaw remediation procedure mentioned across this SST is
focus on the service provided to the finished good receiver, normally it is the client who sends the
sawn wafer or wafer to this site. The intent of the flaw remediation procedure is to collect security
flaw reported by client or reported internally and handle it with predefined way.

il m AL Pl i, IF HOBs AN T ] DA AT 45 B 28 5 0R TOE FH P BPIRAS . (A, A ssT
T e B AR E R 7 2 B0 B 427 SR AR A 5%, 3t 3 5 2 P s LU AN R el P 8
FRIE Bz . BRI B RRE (1 H A IS 7 3 i B B o ) 2 A B, I DAIIE LY
Ji AT A

7.2 Z4&{3REEH Security Assurance Rationale
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The security assurance requirements rationale maps the content elements of the selected assurance
components of (3) to the security objectives defined in this Site Security Target.

The site has a process in place to ensure an appropriate and consistent identification of the products.

L AEPRUEFORIEA SRR (3) 5 5E 10 PRUEALPF I P 2 70 3R WU BIA 3t 22 4 H b i 58 SR %
eSSk

WA — AR, DA ORXS 7 i AT & S A0 — SO AR IR .
Application Note for ALC requirements in terms of Site Certification:?

1. In the scope of Site Certification, the term “TOE” shall be understood as an “intermediate
product”, “incomplete product”, or “non-final TOE” since the TOE itself is not the subject of
evaluation. The term “product” can be used interchangeably with the term “TOE” depending

on the context relevance.

2. Since the TOE is not directly in the focus of Site Certification, certain TOE requirements (SARs)
cannot be applied to the site in the way they are written. Therefore, such SARs will be refined
in this document as follows:

b. inclusion of some parts into the requirement which are applicable to site,®> and
c. new requirement which is applicable to site.*

7.21 ALC_CMC.5 [j# 473 Rationale for ALC_CMC.5

SAR Security Objective Rationale

ALC_CMC.5.1C O.Config-ltems All products assembled at HPCZ get a

The CM documentation shall it & J5i H unique production serial number generated

show that a process is in place
to ensure an appropriate and ‘
consistent labelling.

CM SO 322 R 46 A DR
LA B L R

ALC_CMC.5.2C

The CM documentation  #&!dzitl
shall describe the 0.Config-ltems
method used to uniquely i 2 17 [
identify the
configuration items.

CM STRYS R 3R T e — 45
C B IR 7 V2

0O.Reception-Control

0.Config-Control
W=kt

0.Config-Process

Strikethrough

Italic

1
2
3
4 Underline

by a database as defined by O.Config-ltems,
which is linked to the client part ID.

FT A AE HPCZ ZH A% (1) b 45 21— A e — (1) 2 7=
A5, %5505 HECE T H & SR s E A
G, 2B PR B 2 P A 1D

Incoming inspection are based on
O.Reception-Control product identification
that ensures associated labelling.

TR 56 A2 T R B DRAH SR 5 1 77 i A
o

Labelling is mapped to the internal
identification as defined by O.Config-ltems.
This ensures the unique identification of
security products.

Application Note shall be applied to the whole document, whenever suitable in the specified context.
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ALC_CMC.5.3C

The CM documentation
shall justify that the
acceptance procedures
provide for an adequate
and appropriate review
of changes to all
configuration items.

T 5 P A I B 36 YAk
FEERAL T X0 B e B A8 5
8 9 R 24 1) VP B
ALC_CMC.5.4C

The CM system shall
uniquely identify all
configuration items.

CM Z G e & 0N B
ME—Frik

fic B AR

O.Config-Process
fic & 1 18
0.Config-Control
e & 425

O.Reception-Control
Vet
0O.Config-ltems

P & 3 H
O.Config-Control

e 5 4 )
O.Config-Process
FeE R

T A Wl S 3| T B € SN BB AR IR XA R 1%
A7 i PR E— AR

O.Config-Control ensures that each client
part ID is released based on a defined
process. This includes changes that are
related to a client part ID. The
configurations can only be done by
authorized person.

e B A2 1 e DR A 25 7 B A 1D TSR AR 78 SR
FERA . X EAE 5% iR 1D A IS
M BCE R R BRBEAN 158 K.
O.Config-Process provides a configured and
controlled production process.

Fe B Fefe 7 — AN B AR A P e AR

0.Config-Process and O.Config-Control
ensure that only authorized staff can apply
changes based on a defined process. This
comprises changes related to process
flows, procedures and items of clients.
Teams are defined to assess and release
changes.

Pie B FER DR A AR A RER AT 2. X
EEE PRI BRI H AR . 58
T BIBAF il AR ATAZ

O.Reception-Control includes the incoming
labelling and the mapping to internal
identifications.

PR ) 0 i N A 2 1) A B R R B
O.Config-ltems includes the internal unique
identification of all items that belongs to a
client part ID.

WC B 060, 465 & 2 7 i SR 1D 1) A TRUER) A 5
—hRiH

O.Config-Control ensures the ID assighment
of all configuration items is supported by
automated tracking systems.

Be BRI R 7 B 3D PR ER RGBT A B B
Z ] ER) 43 il

O.Config-Process provides a configured and
controlled production process.

e B R SR 7 AN B A S A A
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ALC_CMC.5.5C

The CM system shall
provide automated
measures such that only
authorized changes are
made to the
configuration items.

M RGN E B
it CASSE UK E L0 H BEAT
LR L

ALC_CMC.5.6C

The CM system shall
support the production
of the TOE by automated
means.

CM RGRIHEEIL 3k
Iy RAT I

ALC_CMC.5.7C

The CM system shall
ensure that the person
responsible for accepting
a configuration item into
CM is not the person
who developed it.

CM Z G N DR 71 DTS2 T
BEIH I NAZ TR i B0
HEN

0.Config-Control

e & 475 i
O.Config-Process

fic B i 18
O.Logical-Access
BRI
O.Logical-Operation
WA

0.Config-Control
e & 425 )
0.Zero-Balance
O.Acceptance-Test
U elllR7Y

O.Config-Process
FeE R
O.Reception-Control
o

According to O.Config-Control an
automated system is in place to map the
configuration items to a unique job
number.

RIEHCE W], —A 8 3h RGO T E T 31—
ANE—HEME

Changes can only be applied by authorized
personal as described by O.Config-Process.
AR I R B B RAR TR R AN LN H
O.Logical-Access and O.Logical-Operation
support the control by limiting the access
and ensuring the correct operations for all
tasks to the authorized staff.

68 I O 1) 7 o) A DRA AN 5368 A A 45 1) E A
ERAE R SR B U7 [0 FZ AR PR A .
0.Config-Control comprises an automated
system that ensures the unique mapping
between configuration items and the
tracking of the different production steps.

BLEEHOE A ARR, DRI EDZ
(i) P P — B 5 AT ER R AN [ () A2 7= AP R
O.Zero-Balance ensures that the number of
produces modules complies with the sum
of the delivered modules and the scrap
modules.

T VTR DR AR P A IR B 1 B 28 TSR AN R
B ) A

O.Acceptance-Test ensures the released
product meet the requirements imposed by
client.
BRSO, DR R AT )77 i i A2 25 7 R 1)
The management of the production
environment and the different steps is
assigned to different teams as described by
O.Config-Process.

AL PRI AAS [F] 25 BRI 8 3 43 o 25 AN [ 1) [T BA
e B

O.Reception-Control includes the incoming

labelling and the mapping to internal
identifications.

PRSP A A AR AN B P AR R A L o
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ALC_CMC.5.8C

The CM system shall el il
clearly identify the
configuration items that
comprise the TSF.

oM ZGInaIA R ok iy O-Config-Control
R, I B 7

O.Config-ltems
[W=RIE|

O.Config-Process
fic Bk F2

ALC_CMC.5.9C

The CM system shall P B 2 |
support the audit of all
changes to the TOE by
automated means,
including the originator,
date, and time in the
audit trail.

CM RGN FFE H 3k
)77 20T B B T i AR o
AT HAZ, AFE S IZ R
PRk AT ]
ALC_CMC.5.10C

O.Config-Control

0.Config-Control
W=kt

O.Reception-Control

Since there is no specific TOE in the main
focus of the site certification. Evaluator
should only select such kind of
configuration items which are in the scope
of the certified site like CM
tools/documentation or development tools
for example, which is nearly the same as
ALC_CMC.5.4C.

FH Tl s IR A € 1) TOE. PPAM N T A g
FEUESS R N IR E OH , filtn em T
Bk TR, X5 ALC_CMC.5.4C JLF4H
I8

O.Reception-Control includes the incoming
labelling and the mapping to internal
identifications.

PR ) G A5 A AR RS A0 B P AR TR S o

O.Config-Items includes the internal unique
identification of all items that belongs to a
client part ID.

FiC B 0 H G5 & T % P s i AF 10 T T E 1A
FHOME— AR 1

0.Config-Control ensures the ID assignment
of all configuration items is supported by
automated tracking systems.

FiC B 125 i OR B B R IR R G SR T A L B Il
[ £ 7 i

O.Config-Process provides a configured and
controlled production process.

Fo B RS 7 — N B RN 2 A A

The automated production control covered
by O.Config-Control comprises the logging
of all production steps and thereby includes
the required audit trail including the
originator.

e 5 47 R 5 (1Y) 1 sl Ak AR P s i 0 4R BT A A = A
R A B, WSS 0 H e, s
RN

O.Reception-Control comprises the control
of the incoming configuration items.
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The CM system shall
provide an automated
means to identify all
other configuration
items that are affected
by the change of a given
configuration item.

CM RGN E 2
TIERAR T 5245 78 AL TR
1 AT He At C B 5T H

ALC_CMC.5.11C

The CM system shall be
able to identify the
version of the
implementation
representation from
which the TOE is
generated.

CM R G0N B U 7
AR R A A 7R R DGR

ALC_CMC.5.12C

The CM documentation
shall include a CM plan.

B B B SO N B HE G B
PR

ALC_CMC.5.13C

The CM plan shall
describe how the CM
system is used for the

development of the TOE.

CM T RIN IR e RS an
T R = o

O.Config-ltems

e E 7
O.Config-Process

fic B i 18
O.Reception-Control
et

O.Reception-Control
Vet
O.Config-ltems
fic & 5 H
0.Config-Control

i B 3
O.Config-Process

fic & 1 18

O.Config-Control
e & 425
0.Config-Process
fic & 1 18

0.Config-Control
e 5 4 )
O.Config-Process
FeE R

et IR EPNID - RINE xi

0.Config-ltems and O.Config-Control cover
the unique labelling and management of
the client configuration items.

e B TOUR T B 4 A . 1 P G B H R A
CFE L,

0.Config-Process ensures that only
controlled changes are applied.

Pic B R Aty O I L B2 428 R BE 24

O.Reception-Control comprises the control
of the incoming configuration items.

PR ) R A N E B TR 4

0.Config-lItems and O.Config-Control cover
the unique labelling and management of
the client configuration items.

e B A A LA A . 1 P L L A AR A
WCHE

O.Config-Process ensures that only
controlled changes are applied.

Pic B LR O A L 32 4% ) B 25

According to O.Config-Control, the setup of
each client part ID includes an associated
CM plan including the release.

IRIEHC B A 0], RS A 10 i E A
FERATKIA R M TR

O.Config-Process ensures the reliability of
the processes and tools based on dedicated
CM plans.

MeE SRR 7T ET LA oM iR AR TR
A SEE .
O.Config-Control describes the

management of the client part IDs at the
site.

e B R 7R A EX R P w10 1
B

According to O.Config-Process, the CM
plans describe the services provided by the
site.

MRAEACE IS AR, oM THRIRR T 5k s B2 g il
%o
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ALC_CMC.5.14C

The CM plan shall
describe the procedures
used to accept modified
or newly created
configuration items as
part of the TOE.

Be B BRH R N A T4
2 OB BUEOE ) 2 e i L T
YRR i — o I AR

ALC_CMC.5.15C

The evidence shall
demonstrate that all
configuration items have
been and are being
maintained under the
CM system.

VI S TIE B BT A T L 0 H A
£ CM R GE TSR

ALC_CMC.5.16C

The evidence shall
demonstrate that the
CM system is being
operated in accordance
with the CM plan.

UL I B BT A T L0 A
£ CM 250 TR 2GRS

O.Reception-Control
et
O.Config-ltems

i & 5 H
O.Config-Process
fic & i 18

O.Reception-Control
Pz
0.Config-Control

e & 475 )
O.Config-Process
fic & i 15
O.Zero-Balance
TPl

0.Config-Control

e 5 4 )
O.Config-Process
fic B A
O.Acceptance-Test
Basenik
O.External-Delivery
SR
0.Zero-Balance

O.Reception-Control supports the
identification of configuration items at
HPCZ.

Pl I SRR A HPCZ B EIH -

0.Config-ltems ensures the unique
identification of each product is supported
by the client part ID.

T B TR ORAE. HPCZ DU AN 77 b S e a5
FUZAE 1D FEAT R IR o
0.Config-Process ensures the automated
control of released products.

e B I R Al DRt R A 7 ik 0 B B4R

The objectives O.Reception-Control,
0.Config-Control, O.Config-Process ensure
that only released client part IDs are
produced.

H b, BB,
R 25 7 St B A idl o
This is supported by O.Zero-Balance
ensuring the tracing of all security
products.

X8 P T SRR
AR -

O.Config-Control includes a release
procedure as evidence.

Pic B ) EL A5 A e R R AT RE T o

O.Config-Process ensures the compliance of
the process.

M B R f ORIy T IR

O.Acceptance-Test comprises the control of
all finished products ID. Since the finished
products are returned to the client
according to O.External-Delivery at least
the labelling is controlled by the client.

B B AL A5 42 1 BT BGRB8 1D T R
SR AN Z DR IR I 452 1K, BT RA%E P A /b4
HIPRAS o

O.Zero-Balance ensures that the number of
produced modules complies with the sum
of the delivered modules and the scrap
modules.

P B I R TR A

L DR i A 22 427 b
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T R B SR 2 3 0 B R
PERLHRI S8R0,

TABLE 3 RATIONALE FOR ALC_CMC.5

7.2.2 ALC_CMS.5 [fj34 iz Rationale for ALC_CMS.5

SAR Security Objective

ALC_CMS.5.1C

The configuration list includes = it & Iil
the following: the FOE-itsel;
the evaluation evidence

O.Config-ltems

0.Config-Control

required by the SARs;-the et 5 2 )
the implementation 0.Config-Process
representation;-security-flaw -

: o BCERE

and production tools and
related information.

e B V7 BN LG DA R 2%
TOE A5 SARs F R R Ak
WG FORZHRs Sl
PSS T AR =
55,

Rationale

Since the process is subject of the
evaluation, the TOE itself, the parts that
comprise the TOE, the implementation
representation, security flaw reports and
resolution status are not applicable for a
site evaluation.

BT %I AR VPAl I 32 R, DAL TOE AR £ 4k
TOE MR SEMLERI R e AR Pe ik & AR POk
AAEH T3k Sl .

0.Config-ltems ensure unique part IDs
including a list of all items and processes
for this part.

Pic & -7 H W OR0fE— B9 FAF 1D, BRI R
AIHE FRE 51 -

O.Config-Control describes the release
process for each client part ID.

W B il IR 7 RS2 AT 1D ) R AT
o

O.Config-Process defined the configuration

control including part IDs. Procedures and
processes.

P B R 5 ST AR E A 1D A Y TG B P
FEF AR .

ALC_CMS.5.2C

The configuration list ic #
shall uniquely identify
the configuration items.

O.Config-ltems

0.Config-Control

R

i £ 271 3 97 P — Hb 11 i _

WiH. O.Config-Process
[[WERuN

O.Reception-Control

ELve il

O.External-Delivery

HMERAZAY

ltems, products and processes are uniquely
identified by the database system
according to O.Config-ltems.

THE = RS A O 2 2R oA e e B ol H gk
AT ME—FRiH.

Within the production process the unique
identification is supported by automated
tools according to O.Config-Control and
0.Config-Process.

fEAE PR, ARG B A A E AR, @it
H 206 LB SRR bR iR

The identification of received products is
defined by O.Reception-Control.
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ALC_CMS.5.3C

The configuration list shall
show that a process is in place

to ensure that the developer
for each configuration item is
indicated.

X REAN 7 il A DR AT T 2
H, e E I N ] 0 H
HITF RN G

O.Config-ltems
[W=RIE|

PRI i AR B B A R e

The labelling and preparation for the
transport is defined by O.External-Delivery.

P R FHz 0 1 E 28 LA F AR A2 A5 5E X

HPCZ does not involve subcontractors for
the test of security products. According to
O.Config-ltems all configuration items for
secure products are identified.

HPCZ AN R 3t 4T 22 4 i A R 0 B v o AR
e B H - TR P 22 4 L B T H .

TABLE 4 RATIONALE FOR ALC_CMS.5

7.2.3 ALC_DVS.2 AR Rationale for ALC_DVS.2

Security Objective Rationale

SAR

ALC_DVS.2.1C

The development security
documentation shall describe
all the physical, procedural,
personnel, and other security
measures that are necessary
to protect the confidentiality
and integrity of the TOE
design and implementation in
its development environment
and provide evidence that
these security measures are
followed during the
development and
maintenance of the TOE.

TER 22 43U B IR BT )
BN LTI Y 1 I N R T8
iy 2 A A, X e X
TR BT DR RN
TEAENE DA S AE HTT RIS
PRSI Y, FRR IR
WITOETT K 5 447 i1 ix L4
LAIE .

O.Physical-Access
YrEE5 1]
0.Security-Control
Soscoe il
O.Alarm-Response
5 [
O.Logical-Access
T
O.Logical-Operation
WA
O.Staff-Engagement
NTSY5
0O.Maintain-Security
BARYEY
0.Control-Scrap
R 4 1
O.External-Delivery

ohaszAt

0.Security-Documentation

G
O.Transfer-Data

Kot At

The physical protection is provided by O.Physical-
Access, supported by O.Security-Control, O.Alarm-
Response, and O.Maintain-Security.

WL ORI R B S AR AL IY, th AR, )
i [N MV 22 45T HF

The logical protection of data and the configuration
management is provided by O.Logical-Access and
O.Logical-Operation.

A AR R I B S Rt BRI A
AR "IRALH.

The personnel security measures are provided by
O.Staff-Engagement.

e 5 T2 51t

Any scrap that may support an attacker is controlled
according to O.Control-Scrap.

AT SR AR5 0PSB AR B
.

Secure physical delivery between different sites is
controlled by O.External-Delivery.

AT A 8] R 22 A ) BRAE A AN AE A 42

O.Security-Documentation ensures the security
related documentation control.

AR RS AR R SRS

O.Transfer-Data is intended to secure the data
transmission.

Kot At B AR DR B AL 0 2 4
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The evaluator should get evidence that the security
measures stated in the development documentation
are followed can be achieved while performing a
site visit which is handled by ALC_DVS.2.2E.

PRl N 53 B IRAFIESE , VA EBAT
ALC_DVS.2.2E KRB UG A, JBAEHF & SR
TR () 2 A Tt

ALC_DVS.2.2C

The development security
documentation shall justify
that the security measures
provide the necessary level of
protection to maintain the
confidentiality and integrity of
the TOE.

TER 4 SCA ILAE B 22 4 4
T TR, DUR
FFTOE M CR 25 AN e 4k

O.Physical-Access
Y3 i)
0O.Security-Control
LA
O.Alarm-Response
5 ) [
O.Logical-Access
BRI
O.Logical-Operation
R RAT
O.Staff-Engagement
RITZ5
O.Control-Scrap
Az
O.Internal-Monitor
P S A
0.Zero-Balance
TVl
O.Acceptance-Test
U ielllR7Y
O.Reception-Control
et
0O.Maintain-Security
BRYEY

0.Security-Documentation

AR
O.Transfer-Data
Wt fehm
O.External-Delivery

HMERAEAT

The security measures described above under
ALC_DVS.2.1C are commonly regarded as effective
protection if they are correctly implemented and
enforced.

The security measure defined by O.Acceptance-Test,
O.Reception-Control and O.Zero-Balance guarantees
that certain procedures are followed to control the
incoming and outgoing of configuration items.

O.Internal-Monitor ensures the periodic review of
suitability/adequacy of the current protection
mechanisms and their correct implementation and
operation.

The associated control and continuous justification
are subject of the objectives as there is not
necessarily an intended TOE evaluation running the
evidence needed may be taken previous
TOE/product developments.

IR ALC_DVS.2.1C Tl T () 22 4 45 e 1 SR 15 21) 1E #
SEEFNAT, A BRI
ARSI AR H AR 24K, RENA— 2 A T
(1) TOE VA, 1847 Fr s AIE S 7] RE & 2 /i () TOE/
PR TR o

TABLE 5 RATIONALE FOR ALC_DVS.2
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7.2.4
SAR

ALC_LCD.1.1C

The life-cycle definition
documentation shall
describe the model used
to develop and maintain
the TOE.

Ae i JE A 8 SO R A A
TH R FNGEd TOE I,

Security Objective
0.Config-Control
=Rl
0.Config-Process

LN wESeg

ALC_LCD.1 A JFE# Rationale for ALC_LCD.1

Rationale

The process used for identification and
manufacturing are covered by O.Config-
Control and O.Config-Process.

FH T VR AR i3 PR R, 7 A T B 4 o P T
.

ALC_LCD.1.2C

The life-cycle model
shall provide for the
necessary control over
the development and
maintenance of the TOE.
Az i SRR N AR AR X 7
TERFAYES (1) 0 B )

0O.Acceptance-Test
U elllR7S
0.Config-Process
i B i
0.Zero-Balance

FF

The site does not perform development
tasks. The applied production process is
controlled by automated means according
to O.Config-Process, the finished products
are tested according to O.Acceptance-Test
and all security products are traced by
automated means according to O.Zero-
Balance, and/or the four-eye principle
(where applicable) is applied.

Il RAPATH AL S« B B A = i PR 4 i E
A FEHEAT RS, 58 R 2 P B A A A SO gk AT
MR, FA 2247 W% 2P 373047 IR ER o

TABLE 6 RATIONALE FOR ALC_LCD.1

7.2.5 ALC_FLR.1 fEAJ7# Rationale for ALC_FLR.1

SAR

ALC_FLR.1.1C

The flaw remediation
procedures
documentation shall
describe the procedures
used to track all reported
security flaws in each
release of the TOE.

BREEIE R R PP SO R iR

T IR EF TOE MBS RRCAS b i
AR5 1) 2 A R KRR T

Security Objective

0O.Flaw-Remediation

BRIGIER

Rationale

The procedures are established by O.Flaw-
Remediation.

IXLERE Fr A R B A2 R A 5E (1 -

ALC_FLR.1.2C

The flaw remediation
procedures shall require
that a description of the
nature and effect of each

O.Flaw-Remediation

BREpBER

The description of the nature, effect of
each security flaw, as well as the status of
finding a correction to that flaw can be
fulfilled by the establishment of O.Flaw-
Remediation.
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security flaw be
provided, as well as the
status of finding a
correction to that flaw.
TR B D RORE e I SR A2 6
BN 22 AR )P B AN 2R
HIEA,  BLR GG T
Y IS L

ALC_FLR.1.3C O.Flaw-Remediation

s
The flaw remediation RIBER

procedures shall require
that corrective actions
be identified for each of
the security flaws.

R B H SRR 5 B SR 6
A2z AR E Y IR i

ALC_FLR.1.4C O.Flaw-Remediation

(e
The flaw remediation BRiaER

procedures
documentation shall
describe the methods
used to provide flaw
information, corrections
and guidance on
corrective actions to TOE
users.

TR SR S R A
T TOE H F R AL fR At s
SR YIEMiE S IELTE)
B 5%

XPEEAS 2 AR B IR . BORIISA, PASCR I
A IEZGRFERPIRAS, AT DS L k-8 RSk
Bl

Corrective actions can be identified by the
establishment of O.Flaw-Remediation.

AT DA T SR 12 SRR 2 A A

O.Flaw-Remediation established the
procedures describing methods to provide
‘ flaw information, corrections and guidance.

SREEE R AL T R R BRI E B . IEAR S
THERIRER -

TABLE 7 RATIONALE FOR ALC_FLR.1

8 i RIS E Site Summary Specification

8.1 i S PFTEIILL %M Preconditions Required by the Site

The main precondition for the design specifications, data preparation and the modules production is

a released process technology between the wafer fab and the final client. This comprises the

definition of the design specifications as well as parameters and limits for the wafer fabrication. The

design specifications are used for the product classification and production process setup.

Ref: ZHGLB-2022A-01-0.2 |

Version: 0.2 \

Page 50 of 71

PUBLIC




Reference ZHGLB-2022A-01-0.2 Document Type | CC Documentation
Secret Level | Public Effective Date 28/11/2023

VT A A MRS HR A 7 1 B e P R A R Rl ) R B LA RAT ) T 24K . XA
58 St SRANAR LA A B [ B 2 BOMBR 1 o 75 SR AVEAMSZ T 7026, IR € A € 1Y
CEVRSUN N

This section provides background information on the assumptions. These assumptions impose the
additional requirements on the clients and HPCZ regarding the production process, information and

deliverables which are needed to enable the correct product production and delivery under the
conditions described in this Site Security Target.

A.ltem-ldentification: The production configuration items must be properly labelled before delivery
to HPCZ to allow the correct identification of the received items.

AP B B WL AR K 25 HPCZ Z HT AT ARIc, AT SEERAE WO A I iRl
A.Prod_Release: The client provides the sawn wafers or wafers that need to be produced by HPCZ.
2 P AR B0 T Sk BRI A [ 45 HPCZ.

A.Prod-Specification: HPCZ provides assembly services for smart cards IC and eSIM IC. The sawn
wafers, wafers and lead frames are acceptable as input for the assembly lines. Defective dies on the
wafer will be marked by inking or wafer mapping. The finished products (IC packages) shall be labelled
before delivery to the client to allow the correct product identification.

HPCZ JY%HE IC RAN eSIM I1C FRHUELHBENR TS o A IR g l] AR 5 AT 5] ZAE S8 AT 1 g e e 2k
HE TNl e 7 VWO ] W e B e B S A 0 < B v T O - R = Y B Sl Dl
WA EARAE,  DMEREAT SR .

A.External-Delivery: If specific requirements are needed for the shipment of the final products, the

related instructions and cargo/security items, e.g., anti-tampering labels/tapes/boxes, shall be
provided by the client.

AN 0T i IS B A R R R, 2% P AL R HEAH SC R AR Mg i/ 2 U E B B R A/
s AT
A.Product-Integrity: HPCZ will conduct the finished modules testing after the assembly, using

electronic tests as well as open and short measurements based on the test parameters, and design
specifications provided by the client.

HPCZ R AE 2H 2 J Ak FH g B ) AR EAT Bt il BT 20 P SR ALAG IS B, et RS
T ARG B A

8.2 ¥k IR Services of the Site

Reception, identification, registration and storage of materials: It includes raw materials, wafers,
sawn wafers, unfinished modules and finished modules. The materials received by HPCZ will be
labelled with a unique client part ID (client parts). This part ID is linked to the chips that are assembled
in the modules.
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SRR ARiRL NEEFIC AL SRR R Sl Rk . R 5
Jih o HPCZ WS AT RLRE Br A E— % P B8 2F 1D CRR PR o B 1D SR 4 3 it
FiAHIRHK

Wafer sawing: The received wafers are labelled with client part ID that will keep unchanged across
the wafer sawing process.

TER Rt RSB R A 2 d 0 1D BRI, AR RS RE RIS A R 1D AR

Assembly into modules: The processes for assembly, testing and acceptance are set up at HPCZ
according to the specifications (e.g. bond plan, module specification, test specification and packing
requirements) provided by the client. Die bond and wire bound is performed in the production area.
For the release product, a sample lot is produced at the site.

BN HPCZ MR¥EZ 7 SRS CantE et B . M CRTE A B RO
SEARE . MAAIRSORAE . AR DXCHEAT Gy AR 2o i Rl BEAT b B2 7 DR AR
Quality control testing for the incoming raw materials and each production process: There is a quality

control procedure used to inspect the incoming materials and the modules under production at each
step of the production process.

KBRS AL A Ty Al AR A Tl RE T, # R IR AR ROB AN o

Electronic testing and visual inspection of finished modules: The complete production specific flow
includes an electronic testing of each product as part of the acceptance process. The electronic
testing program is performed by HPCZ following the test specifications and electrical parameters
provided by the client. The testing program is integrated in the test environment of HPCZ. No
sensitive information or data should be included in the tests.

B E PRI DL & B S AR NG GE R — 382, Se B2 SRR B R AN 5 A R
HPCZ AR H MR S A& 2 8 4L 1 HL S S 80/ FRAB i) 78 B AE MR RE 7 o A0 B i 2 5 3
HPCZ HMRIA I o A X S0 A AN B B R AR B E B

Warehousing and shipment of finished modules: HPCZ has a standard procedure for packing of
finished modules and preparation for shipment using protective materials. If special packing
requirements are provided by the client, they are included in the process setup. The client is informed
if products are ready for shipment because the transportation time and cost must be planed and
covered by the client. The client will be provided with the information such as the shipment details
and the express tracking number that are used for the shipment package identification and
verification at the reception on the client side.

B Ol LA R KB HPCZ A — A8 T b B AN R i e & MO FRviERE Py o R it 1 ok
AR EORB W B SRR R E . WA e i ist, F/ 2 EEr, Bovizkmin
AL 2 A BT AREE H K, 2 RIS W SR A PR B S SRR S, T
FRYO i I BEAT BRALE
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Product security flaw collection, verification, correction and corrective action delivery: The intent of
the flaw remediation procedure is to collect security flaw reported by client or reported internally
and handle it with predefined way.

P AR AU . TR ORI SO R S SRR B AR B H BRI P Rk
(¥ B PA B T (0 22 ke, I DATIUE SO 5 AT AR 2

Scrap recycle and return to customer: Both the defective or rejected products and chips are returned
to the client.

JR dt A7 Ak DL B HLAth 22 4 Ab R A7 RIE AR 48 1) AT Fr R IR [ 255

8.3 HI3¥iL/Kk#E Objectives Rationale

The following rationale provides a justification that shows that all threats and organizational security
policies are effectively addressed by the security objectives.

The following table shows security objectives cover which threats and OSPs.

CAUNEL U, B (0 B AN 2 o s ORG24 AAR A RO R 1K) . RN T RS %
2 Hbrisfis 1 WL B A OSPs .

Security Objective Threats and OSPs

O.Acceptance-Test ‘ P.Accept-Product, T.Accidental-Change
Bl ik WO i, BAMRE
O.Alarm-Response T.Rugged-Theft, T.Smart-Theft, T.Unauthorized-Staff
I e ‘ Rugged-Theft, Smart-Theft, AZFERLKI 5 T
0.Config-Control P.Config-Control, P.Organize-Product, P.Accept-Product
e £ 47 FCEAE®], A g, PRI
O.Config-ltems P.Config-Control, P.Config-ltems, P.Product-Transport,
ic. 5 13 ‘ T.Accidental-Change

BB EH, B, sk, EAMEE
0.Config-Process P.Accept-Product, P.Config-Control, P.Config-Process,
fic B o P.Organize-Product, T.Accidental-Change

PR FEES], BERE, AL, BARE
O.Control-Scrap P.Zero-Balance, T.Staff-Collusion, T.Unauthorized-Staff
R TV, RILAYE, RERBU R T
O.External-Delivery P.Product-Transport, T.Attack-Transport
HMREEAS FAnisk, st
O.Internal-Monitor P.Zero-Balance, T.Computer-Net, T.Rugged-Theft,
PP A T.Smart-Theft, T.Staff-Collusion, T.Unauthorized-Staff
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O.Logical-Access

BT

O.Logical-Operation
R

0O.Maintain-Security
GAYEP

O.Physical-Access
PP ; k)

O.Reception-Control
sz
O.Security-Control
AT
0O.Security-Documentation
LAY

O.Staff-Engagement

RILZzh

O.Transfer-Data
B AL

0O.Zero-Balance

o

O.Flaw-Remediation

VEHMENES=

0O.Security-Documentation

TPHT, THEANLNSS, Rugged-Theft, Smart-Theft, 5 T/2J4%, #®
LA 51 L

P.Config-Control, P.Organize-Product, T.Accidental-
Change, T.Computer-Net, T.Unauthorized-Staff

BB R, g, BAVRRE, HREALMES, RERBU R T
P.Organize-Product, T.Computer-Net, T.Unauthorized-
Staff

PR, TFEHIMYS, RESRAE A T

T.Computer-Net, T.Rugged-Theft, T.Smart-Theft, T.Staff-
Collusion, T.Unauthorized-Staff

THEPLNES, Rugged-Theft, Smart-Theft, ARLIZALL AT

T.Accidental-Change, T.Rugged-Theft, T.Smart-Theft,
T.Unauthorized-Staff

B AMEE, Rugged-Theft, Smart-Theft, ARZIZAIK) 51 T
P.Config-Control, P.Config-ltems, P.Reception-Control
FeEFEm, BB s

T.Rugged-Theft, T.Smart-Theft, T.Unauthorized-Staff
Rugged-Theft, Smart-Theft, AREAZALL AL
T.Computer-Net, T.Rugged-Theft, T.Smart-Theft, T.Staff-
Collusion, T.Unautorised-Staff

THHEALNL, Rugged-Theft, Smart-Theft, 5 T./AJ4%, REIFFK
T

P.Zero-Balance, T.Accidental-Change, T.Computer-Net,
T.Staff-Collusion, T.Unauthorized-Staff

TP, BAMVES, RN, AR, RERBUN T
P.Product-Transport, T.Attack-Transport, T.Staff-
Collusion

sk, Eist, R4S

P.Zero-Balance, T.Accidental-Change, T.Unauthorized-
Staff

TP, RAVEE, RERBIRT

P.Flaw-Remediation

IsiREE

TABLE 7 OBJECTIVES RATIONALE

| Ref: ZHGLB-2022A-01-0.2 |

Version: 0.2 Page 54 of 71 \

PUBLIC




Reference ZHGLB-2022A-01-0.2 Document Type | CC Documentation
Secret Level | Public Effective Date 28/11/2023

The security of the site is maintained according to the site’s security documentation covering all
physical and logical measures to ensure the security of the site.

These security measures are necessary to prevent the threats T.Smart-Theft, T.Rugged-Theft,
T.Computer-Net, T.Unautorized-Staff and T.Staff-Collusion.

il KU 2 AR AR R 0 ) 24 SO RZEST 1Y, IR R 1 i DR R S K T B W) AT E 4
fi it -

XLz T B 1 Smart-Theft. Rugged-Theft. iHHEALMNZE . R TAEN G TAE
N TRV S5 L A A 1T

0O.Physical-Access

The production site is operated by HPCZ. The site is separated into different security levels. The
production site is monitored by security staff on duty and surveillance cameras at production times.

The building can only be entered presenting a company badge or visitor's badge to the card readers
at the entrance. All employees and visitors have to wear their badges visible at any time.

I HPCZ 187 o %l R A FEIRI Z g0 A Bl B P22 RN G AN A 77 I 1 1
PRIk AT I %

FA RN VAR B3R 85 s o BRIEA BT 2 UE AT A BEREN K . BT A 5t A5 25 48 25Ul 38
B IS AT AL ARJAEAF o

The access to the production area is secured by full height turnstile with card readers. Access to the
production area requires special permissions. It is ensured by policy that either no staff is present in
the production area or at least two staff members are present in the production area. Since
production area is 24/7 in operation, this area is never empty of personnel. For delivery of production
materials and goods into and from the production area, special entrance systems are used which
ensures that only materials can get into the production area or out from the production area, but no
person can enter or exit the area via this system.

AR X R R AR I A LR AP Rk . BN P X R BRI VF AT ol i UK
B ORAE P2 X3 R L, BE B/ B TR X, T A E 7*24, FrblxA~ X
MR TN RS . A TR AP MR T i AR AEF= X, A TSRO R
g, IR S ARRNRT DAk N AR P IX BN A = X R, (HBCA AR LLE IS % & St N\ B T %
X

All access doors to high secure areas are monitored by surveillance cameras at all times. The outer

area of the building is monitored by surveillance cameras. Emergency exits are also monitored by
surveillance cameras.

All access attempts at any entrance of all locations named above will be recorded by the security
staff.
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A AT 22 A XN 0 R I s AR Sk a4 o RAE I ANEE X 38 FH i 45 PR A5 Sk gk AT . 'R
S el AR Sk AT A . AE B A b AR N R A U7 i) 22 R R
Y NI

Smart Card Products which are not in the process of production are stored in a specially secured area
(warehouse). The warehouse, which is the primary storage location, is inside the production area.
Access to the warehouse is controlled by card readers and special permissions for this area. It is

ensured by technical means that at least 2 people are present in the area or no one is present in this
area.

AR I RE T B B R AR A — M Z e X (B .« BRI
mo ALTA PRI ER . BEN A PRI 3R AR A DX R R SR P2 ) o 385 3R T B O
X EDG 2 NN

These measures prevent access to sensitive areas for any unauthorized person and therefore prevent
the threats T.Smart-Theft, T.Rugged-Theft, T.Unauthorized-Staff and T.Accidental-Change.

XA BRIk VAT ARSI N NBURIX S, Rkt i1k 7 Smart-Theft, Rugged-Theft.
REFZAUP AR N G2 AN AR 5 B o

0O.Security-Control

Trained security staff is in charge of operating all security related systems. This especially holds
granting access rights, etc. Visitors are escorted by the security staff or collected by company internal
staff from the security staff.

SRR Z RN AP TR 5 ZIRAHRIN R 5. RICH BT U RS, Ui %
RN GIE, B AR AR RNZAR N 518 B E o

Therefore the threats T.Smart-Theft, T.Rugged-Theft and T.Unauthorized-Staff are addressed by
management of the security related systems like the access control system.

Klit, Smart-Theft. Rugged-Theft FIRZEFALH] 1 THIE 28 & H 1 2E R GG LMK R
GRS o

0O.Alarm-Response

Several alarm and detection sensors are installed to provide a warning system for entering the
premises by T.Smart-Theft, T.Rugged-Theft and T.Unauthorized-Staff. Security staff will start to
investigate any alarm immediately.

AT ZARERERNAE KA, v Smart-Theft. Rugged-Thef FIARZFBUM A Gk NA% 4244
LhH ARG mAERE, ZERNKELARIT A .

O.Internal-Monitor

The security manager performs meetings with all security staff on a regular basis. During this meeting,
security procedures are reviewed, and corrective actions are initiated (if necessary). In case security
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related incident occurred since the last security meeting, they will be addressed. In addition, internal
audits are performed on a regular basis to ensure the application of the security measures.

GREHE NS ITA RN RBATS W fEaWAN, HEeRT, HEah bR
HRED o WRE ERZESWCRKAE T 52 eMRNEM, KX T4, ok, &
€ BAIEAT e T, AR IR e A i P S it

The monitoring and protection of the IT system (including network) is handled by the IT department
under supervision of the security manager.

IT 240 (HAERZE) KM ORI B 1T 8E 2 22 BB B P AT

These measures prevent T.Smart-Theft, T.Rugged-Theft, T.Computer-Net, T.Unauthorized-Staff,
T.Staff-Collusion and promote the enforcement of P.Zero-Balance.

XU R 1 7 Smart-Theft. Rugged-Theft. THHEHLMNLE . REAAI R T R LAZ, HiE
HE TP ) S

0O.Maintain-Security

All security related alarm and detection systems are checked on a regular basis. Logs for building
access or site access as well as access to especially secured areas are stored and checked on a regular
basis. Network security is monitored permanently by the IT department.

These measures prevent T.Smart-Theft, T.Rugged-Theft, T.Computer-Net, T.Unauthorized-Staff,
T.Staff-Collusion.

EMREE S 27 SR IRERNRI RS . AP H NI N LR N 51 22 4 [X 35k
I H G2 E A A T . W24l 1T #5681 TR AN E.

IX UL T] LR 1 Smart-Theft, Rugged-Thef, TH&EMNLM, RERAFI TIENG, TIENGRRE
Qﬂ:

ZH o

O.Logical-Access

The IT network is logically separated from the outside world by a firewall which ensures that only
authorized connections from and to the IT network are possible. The firewall secures the
communication between external network with internal network and at the same time manages the
internal communication by implementing logical network segmentation.

IT W2 38t B K 5 M AT @R, R RS B T WM IEEA el T. B
KIEFA RN 26 5 P00 485 2 TR) D38 22 4, [N I8 Ok S i 22 0 DX 4% 0 BOR & BE N 008 45
Each user has an individual account. To access data on the company's network every user has to

authenticate himself by login name and password. Multiple successive failed authentication attempts
lead to a blocked account. The number of retries depend on the authentication method.

FEAS P — A ORI Y. T I 24 % L MR, /P AL AU 7 4 R
WISRIGE I e % UOELEIIIIAE 2R S EUK Pt B, b R T I i
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Access rights to all network resources are set according to a need-to-know or need-to-have basis,
respectively. Access rights of users who do not need access to a network share any longer (e.g. change
of jobs) are revoked. In particular, all accounts of employees who leave the company are deactivated.

Xt BT 19X 28 B A U TR0 AL i) 42 88 s R T B e B P SR MR e B . AN P 5 20 T R 2% 36
SR CInTAEAESN) BV AR R 2 IR TR T K #R A Y

The production network is additionally separated from the rest of HPCZ internal network.

These measures prevent T.Computer-Net, T.Accidental-Change and T.Unauthorized-Staff and
support the OSPs P.Config-Control and P.Organize-Product.

PR LIRS HPCZ PN B B HAh 43 P 25 43 T

X EEE AT AR (TSNS . AR ARG TAE NG, FF5CHhF OSP A HC & 2 il Al
A

O.Logical-Operation

Virus protection and patch management for operating systems and applications shall ensure the
correct operation of the systems and prevent the systems from malfunction. They ensure that
protective measures of the IT workplaces are up-to-date (virus definitions, security patches of
operating system, security patches of programs, etc.). In addition, regular backups are applied to
prevent loss of data. Backup media are securely stored protected against unauthorized modification
and disclosure.

AR RGN N AR P B B R AP AN T8 BN R RGEH IEWR IS AT, Pk RG I A
MR fR T LA RIS R BB O X BIERGH 2ah T PR Zeth T
) o WAL, BN E I 0 AR IR B R . S B R AR, B IR R AR
SR 5

These measures prevent T.Computer-Net and T.Unauthorized-Staff and support the OSP P.Organize-
Product.

XA BT IR T T EALR G MR TAE N G1, IF5CRF OSP 7 i 412

0O.Config-ltems

All configuration items are identified by a unique version number by the configuration management
system. By this method, different products can be identified. By this the threat T.Accidental-Change
is countered and the OSPs P.Config-ltems, P.Config-Control and P.Product-Transport are addressed.

Fiv A C B T0UAT H e B P AR G M — RS S AT AR IR IR, AT AR A [
dho JEILXAOT I, AT "EANETE "B, SR OSP MIBCE T H  Ac B HIA
fih 32 A ]

0O.Config-Control

The application of released procedures for the setup of the production process for each product and
the controlled introduction of changes ensures a production according to clients' specifications.
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Procedures for setting up the production process as well as changes to the initial setup are done only
by authorized personnel. The production process is supported by automated systems. By this the
OSPs P.Organize-Product, P.Accept-Product and P.Config-Control are addressed.

N AR R e oK s BB RN AR P R, IR RIS BRI SIN, BAORA AT S % T B
o WEA TR NIFE R BL RS T 46 0 B 1 SE U REFIRAUN R 5k B iR th B 3k &
GCHF. WL HLERAE, MR T OSP LT L B S FIC B A5 0]

0O.Config-Process

Configuration items are stored in the configuration management system according to the site's
configuration management plan. By this the OSPs P.Accept-Product, P.Config-Control, P.Config-
Process and P.Organize-Product are addressed. Because an authorized configuration process is
defined, T.Accidental-Change can be addressed in terms of less potential flaw caused by
unauthorized operation process.

P B I H ARSI e B PRI B E B R St h . ik, OSP W™ k32, BLE %
. B E R SR TR, T T IR B E IR, A AR B AT DA i D
RIZBGRAE LR I8 FCFRITE AR SRR AR IR o

0O.Acceptance-Test

On request of the client release tests are performed for the corresponding products. By this the
threat T.Accidental-Change is countered and the OSP P.Accept-Product is addressed.

iRE T/  l T- F 1/ D VA O TRl - 1 5 WS . B N 5 -y W T B (- 4 N Vol el )7
FEfRUL T OSP #2252 77 fi 1) i) /8t

O.Staff-Engagement

All employees working at the site and having access to sensitive information or data have to sign a
non-disclosure agreement to provide legal liability to protect sensitive information against disclosure.
In addition, all employees are trained regarding security to support the security awareness. All
employees have to pass a security check before they are hired. These measures prevent T.Accidental-
Change, T.Computer-Net, T.Unauthorized-Staff and T.Staff-Collusion. Staff engagement can also
facilitate the enforce of OSP P.Zero-Balance.

A LB A I e #2 ik 2GR B BB 1 03 AT A8 8 — i R T, AR ORI B
AS SR AR DT . AN, Pr R LE R e m s, SCRFZ e iR
FITA 53 AR P A #0200 0 22 Ak 28 o IR LEHE Tt T AR IR SO AR B L THEALM SR . RE
B TAEN A TAEN R RGIRE . TAEAN 25 W] Lifedt osp & T T .

0O.Zero-Balance

Automated means and/or the application of a 4-eye-principle ensures a continuous tracking of Smart
Card Products during the whole production process. By this the OSP P.Zero-Balance is addressed and
in addition, the threat T.Accidental-Change and T.Unauthorized-Staff are covered.
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0O.Reception-Control

Upon reception of the incoming materials relevant to production from a different site, the inspection
is performed to check the quality of received materials. Identification is performed to assign the
internal unique ID to the incoming materials. By this the OSPs P.Config-Control, P.Config-ltems and
P.Reception-Control are addressed.

FEMN T — ol SR R 5 AR PR R RS, R B I IR B R . Dok i A S E
— 01D BEATIRB . Hitk, OSP HUlC B M Be B I H ARG RIS Bk .

O.External-Delivery

Security relevant physical items are externally delivered either by security transport (e.g. sealed
boxes), in person by company's internal staff or collected by the client or the consumer as long as the
security functions of the item are not sufficient to protect itself. Security relevant electronic items
are externally shipped using secure communication measures. This might be signed and/or encrypted
emails or similar (e.g. SSL secured web portals). This prevents T.Attack-Transport and covers
P.Product-Transport.

HED 2 ETIREA R LIRS H &, SRRy nl OB 2 aiatm TR (s
RO v w] P B R E B B B SR NSNS o 5 RN LT A %
B AE TR O A E . IXR] RE S 22 I R A4 AN /BN [ FL 1 HRAF R B N 2 (B sSL 22 4z
PRl o XATUART IR g s, R s k.

O.Transfer-Data

Sensitive electronic configuration items are protected against modification and/or disclosure by
cryptographic means during transfer. Either symmetric means, asymmetric means or password
protection are applied (as appropriate). Cryptographic keys and password used for secure
communication are sufficiently protected against unauthorized access and disclosure. This prevents
T.Staff-Collusion, T.Attack-Transport and covers P.Product-Transport.

fEARR I RE D, AN T B ORI BB L B AN AR O /B e . SRR AR L AR
PRO7 RECE SRS BB ST E) o F T 22 4l {5 i s a YA s i 15 21 78 7R 97, At
REFBIVT IR AN EE . XA LAB IR 52 Tl Bulvighm, e 4E 7 st

0O.Control-Scrap

At this site, sensitive documentation is destroyed and electronic media is erased.

Scrap (Smart Card modules) is securely sent back to the client in order to avoid any material could be
accessible from the personnel in the company. By this, no employee could get uncontrolled access to
scrap which might be helpful to support an attack. This prevents T.Unauthorized-Staff, T.Staff-
Collusion and covers P.Zero-Balance.
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O.Flaw-Remediation

The written procedure and appointed responsible for collecting, tracking and handling any reported
security flaw can ensure P.Flaw-Remediation is covered.

TR BRESAASERAE 4R 5 1) 2 2 e 1 F5 TR /7 AT DU DRI i SR PR B 2

8.4 SAR A JFE# SAR Rationale

The Security Assurance Requirements rationale does not explicitly address the developer action
elements defined in (3) because they are implicitly included in the content elements. This comprises
the provision of the documentation to support the evaluation and the preparation for the site visit.
In addition, this includes that the procedures are applied as written and explained in the
documentation.

2 PRUE R (A SR A AR UL (3)rh e U R N RATBITE R l%%ﬁ%@ﬂ@é
FENBICESN . XA SCE LS F PPl MBI 22 e &% TAE . Bhah, X LLBHEE
AN HREF?, JFE SO AT A RE

8.41 ALC_CMC

The security assurance requirements of the assurance component "ALC_CMC.5" are suitable to
support the production of complex products due to the formalized acceptance process and the
automated production support. This comprises the identification of all configuration items and the
automated control and tracking within an industrialized production process. The requirement for
authorized changes and separate roles for operation and release support the integrity and
confidentiality required for the products. Therefore, this assurance level meets the requirements for
the configuration management.

i T IE RS WCRAR AN E B2 77 SCRe, IRIEZLA“ALC_CMC.5” i) 22 A PRIEZE SR ] T 32 HF
SR AR o IR T BC B H IR PR DA A e i R R B S AR R . X
BB DA B SR DL BRAE AN R AT (RS Ay €S 357 BT s 1 e B AN R . R, ARIIE
T 2 1 e E R B ER

8.42 ALC_CMS

The chosen assurance level ALC_CMS.5 of the assurance family “CM scope” supports the control of
the production and test environment. This includes product related documentation and data as well
as the documentation for the configuration management and the site security measures. Since the
site certification process focuses on the processes based on the absence of a concrete TOE these
security assurance requirements are considered to be suitable.
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8.4.3 ALC_DVS

The chosen assurance level ALC_DVS.2 of the assurance family “Development Security” is required
since a high attack potential is assumed for potential attackers. The configuration items and
information handle at the site during production, assembly and testing of the product can be used
by potential attackers for the development of attacks. Therefore, the handling and storage of these
items must be sufficiently protected. Further on the Protection Profile (1) requires this protection for
sites involved in the life-cycle of Security ICs development and production.

B ARG H R AR BE i 77, R RS Bk ORIE R 51O K 242" () ALC_DVS.2 ff
RG] o A7 AR ARG A . 7 R G B TR JS A B R] REARGHE £ 1) el
T RIS . B, XL B AL B A7 6 A5 207820 ORGP B4, ORAPHEEE (1)K
X 22 4 1C T R AAS 77 2 i JA PR ot )R AT IR RSP

844 ALC_LCD

The chosen assurance level ALC_LCD.1 of the assurance family “life-cycle definition” is suitable to
support the controlled development and production process. This includes the documentation of
these processes and the procedures for the configuration management. Because the site provides
only a limited support of the described life-cycle for the development and production of Security ICs
the focus is limited to this site. However, the assurance requirements are considered to be suitable
to support the application of the site evaluation results for the evaluation of an intended TOE.

FITide 35 B ORALE 8 41 A i 8 191 S B ORAESS 2% ALC_LCD. 1 3& FH TS RF 2 4 0T R A P i # . i
ALFE X L AR SO A B PR Y o El T2t U D9 P It 0 22 4 B0 ol PR R R R A 7
A AR O TATIREOSCHF, I U R Tl

8.45 ALC_FLR

The chosen assurance level ALC_FLR.1 of the assurance family “Flaw Remediation” is suitable to
support the flaw remediation procedures. This comprises the reported security flaws can be collected,
tracked and handled with a predefined written procedure. The defined written procedure and the
appointed responsible can potentially support preservation of the integrity and confidentiality of the
products. Therefore, this assurance level meets the requirements for flaw remediation.

“GRIEAIE S IRAE R H R BRI ORAIE 0N ALC_FLR.1 3& FH T CRFBRIEIE SRR Y . X E4E m] Lodid
T € SCROFS AR P USCEE  BRIESAT AL BRI 5 R 22 S8R IE o i SR A5 T AR e AR € 1 5TAE ]
REAT B T ORI S S AL M. BRI, S ORAIE SO0 2 SRR IE SR EK

8.5 Rl ERH Assurance Measure Rationale
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0O.Acceptance-Test

ALC_CMC.5.6C requires the CM system to support the production of the intended TOE by automated
means. ALC_CMC.5.16C ensure the CM system is operated as being required so as to contribute the
fulfillment of O.Acceptance-Test.

ALC_CMC.5.6C 3K CM Z 4t S H¢ilad B T B A T TOE. ALC_CMC.5.16C 7 ZEiE4E B
EB eM RAMEERF A oM tHR.

ALC_DVS.2.2C requires security measures to protect the confidentiality and integrity of the intended
TOE during the transfer between sites. ALC_LCD.1.2C ensure the life-cycle model defined can
contribute to the fulfillment of O.Acceptance-Test.

Thereby this objective is suitable to meet the Security Assurance Requirement.

ALC_DVS.2.2C ZERFH 22 A1, VAR S 2 (BB FE R 1 TOE AL R 5e 3k
ALC_LCD.1.2C Hf PR & SCHIAE iy A A R A B 1 58 e 36 MG 3k

PR, % HbRIE G0 2 % 2 PRIEEDR

0O.Alarm-Response

ALC_DVS.2.1C requires that the developer shall describe all the physical, personnel, procedural and
other security measures that are necessary to protect the confidentiality and integrity of the intended
TOE design and implementation including the initialization in its development and production
environment and provide evidence that these security measures are followed during the
development and maintenance of the TOE. ALC_DVS.2.2C requires the justification of necessary level
of protection is provided. Thereby this objective contributes to meet the Security Assurance
Requirement.

ALC_DVS.2.1C ZIR A RN 51 Wit B A FE FF & AAE P2 3R 55 e AT s AL AR PP T3 TOE et Al s i
IALEPERD SR E B J5 BT 03 . N, R A AR 22 44, PR ALuEdRuER TOE BT
RANYES A X L 22 4 F i ALC_DVS.2.2C ZRIBMLM BRI SR WM. Kk, ZHWE
Bl T3 2 e A PRUE K

0O.Config-Control

ALC_CMC.5.2C requires a CM documentation that describes the method used to uniquely identify
the configuration items. ALC_CMC.5.3C requires an adequate and appropriate review of changes to
all configuration items. ALC_CMC.5.4C and ALC_CMC.5.8C requires a unique identification of all
configuration items by the CM system. ALC_CMC.5.5C requires that the CM system provides
automated measures so that only authorized changes are made to the configuration items.
ALC_CMC.5.6C requires the CM system to support the production of the intended TOE by automated
means. ALC_CMC.5.9C requires the support of audit information for all changes to the intended TOE
by automated means including the originator, date and time. ALC_CMC.5.10C requires that the
system automatically identifies all configuration items that are affected by a change given to a
configuration item. ALC_CMC.5.11C requires that all the production related data used to generate
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the modules can be identified. ALC_CMC.5.12C requires a CM documentation that includes a CM plan.
ALC_CMC.5.13Crequires that the CM plan describes how the CM system is used for the development
of the intended TOE. ALC_CMC.5.15C requests evidence demonstrating that all configuration items
have been and are being maintained under the CM system. ALC_CMC.5.16C requires evidence of CM
system being operated in accordance with the CM plan. The configuration list required by
ALC_CMS.5.1C shall include the evaluation evidence for the fulfiiment of the SARs, production tools
and related information. ALC_CMS.5.2C addresses the same requirement as ALC_CMC.5.4C. In
addition, ALC_LCD.1.1C requires that the life-cycle definition documentation describes the model
used to develop and maintain the products. The objective meats the set of Security Assurance
Requirements listed here.

ALC_CMC.5.2C &Mt CM SCRY, IR FhriRnfE—EC B 777, ALC_CMC.5.3C ZRX4 Frf it
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0O.Config-ltems

ALC_CMC.5.1C requires a documented process ensuring an appropriate and consistent labelling of
the products. A method used to uniquely identify the configuration items is required by
ALC_CMC.5.2C. In addition, ALC_CMC.5.4C and ALC_CMC.5.8C requires that the CM system uniquely
identifies all configuration items. ALC_CMC.5.10C requires an automated means is provided to
identify affected configuration items by the change of a given configuration item. ALC_CMC.5.11C
requires that all the production related data used to generate the intended TOE can be identified.
ALC_CMC.5.14C requires a procedure is in place to accept modified or newly created configuration
items. The configuration list required by ALC_CMS.5.1C shall include the evaluation evidence for the
fulfilment of the SARs, production tools and related information. ALC_CMS.5.2C addresses the same
requirement as ALC_CMC.5.4C. ALC_CMS.5.3C requires that developer of each configuration item
shall be indicated.

The objective meets the set of Security Assurance Requirements.

ALC_CMC.5.1C 3 RA — /AL RE, DA™ PR 2808 2 H—31. ALC_CMC.5.2C #3K
15 —Fh T — iR A B A 7. kA, ALC_CMC.5.4C Fll ALC_CMC.5.8C 3R CM 4t
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0.Config-Process

A method used to uniquely identify the configuration items is required by ALC_CMC.5.2C.
ALC_CMC.5.3C requires an adequate and appropriate review of changes to all configuration items.
ALC_CMC.5.4C requires configuration items shall be uniquely identified. ALC_CMC.5.5C requires that
the CM system provides automated measures so that only authorized changes are made to the
configuration items. ALC_CMC.5.7C requires that the person or team accepting the configuration
item in the CM system is not the person who developed it. ALC_CMC.5.8C requires CM system shall
identify configuration items comprising the TSF. ALC_CMC.5.10C requires that the system
automatically identifies all configuration items that are affected by a change given to a configuration
item. ALC_CMC.5.11C requires that all the production related data used at the site can be identified.
ALC_CMC.5.12Crequires a CM documentation that includes a CM plan. ALC_CMC.5.13C requires that
the CM plan describe how the CM system is used for the development of the intended TOE.
ALC_CMC.5.14C requires the description of the procedures used to accept modified or newly created
configuration items as part of the intended TOE. ALC_CMC.5.15C requires evidence that
configuration items have been and being maintained under the CM system. ALC_CMC.5.16C requires
evidence of CM system being operated in accordance with the CM plan.
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The configuration list required by ALC_CMS.5.1C shall include the evaluation evidence for the
fulfilment of the SARs, production tools and related information. ALC_CMS.5.2C addresses the same
requirement as ALC_CMC.5.4C and ALC_CMC.5.8C. ALC_LCD.1.1C requires that the life-cycle
definition documentation describes the model used to develop and maintain the products.
ALC_LCD.1.2C requires control over the development and maintenance of the intended TOE. The
objective meets the set of Security Assurance Requirements.
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0O.Control-Scrap

ALC_DVS.2.1Crequires that all the physical, procedural, personnel, and other security measures that
are implemented to protect the confidentiality and integrity of the intended TOE design and
implementation in its development environment and provide evidence that these security measures
are followed during the development and maintenance of the TOE. ALC_DVS.2.2C justify the security
measures are sufficient. Thereby this objective is suitable to meet the Security Assurance
Requirement.

ALC_DVS.2.1C ZORSEHVIHE . REfr. N ANl 22 e ft,  DAORI Y] TOE BEiHANSKitfr AL
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O.External-Delivery

ALC_CMC.5.16C requires evidence of CM system being operated in accordance with the CM plan.
ALC_CMS.5.2C requires the configuration list to uniquely identify the configuration items.

ALC _DVS.2.1C and ALC_DVS.2.2C require all the physical, procedural, personnel, and other security
measures that are necessary to protect the confidentiality and integrity of the intended TOE design
and implementation in its development environment and provide evidence that these security
measures are followed during the development and maintenance of the TOE.

ALC_CMC.5.16C 5 EuE4E MEH M RS ERF A CM 11K, ALC_CMS.5.2C EER I & 5138 M
FRiRME—HI AL B i, ALC_DVS.2.1C Al ALC_DVS.2.2C F3R T & 2 4 SO A REHG R 28 T R R 5 v 7
P LU AN ST AL PE R SE R VR B TR TR B . FE . N RN AR, Rt
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O.Internal-Monitor

ALC_DVS.2.2C requires the implemented security measures to be sufficient to protect the
confidentiality and integrity of the intended TOE. Thereby this objective contributes to meet the
Security Assurance Requirement.

ALC_DVS.2.2C BRI R 22 4 SO RIE B 22 5 e i 7 B Ry 200, DURFEFUE TOE 1Y
ML RN e 8. Rk, X — HbnAE BTl e 2 e R ER .

O.Logical-Access

ALC_DVS.2.1C requires that the developer shall describe all the physical, personnel, procedural and
other security measures that are necessary to protect the confidentiality and integrity of the intended
TOE design, implementation and in its development and production environment, and provide
evidence that these security measures are followed during the development and maintenance of the
TOE. ALC_DVS.2.2C justify the security measures are sufficient. ALC_CMC.5.5C requires that the CM
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system provides automated measures so that only authorized changes are made to the configuration
items. Thereby this objective contributes to meet the Security Assurance Requirement.

ALC_DVS.2.1C R RN N UL T A S ZEREL. N 2P A HAD 2 hg i, DAOR B
 TOE Beit St o H T R AR P IR g (AL 35 e A e 88, IR SR AIIEHRIE R TOE (W1 & Fn 4k
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O.Logical-Operation

ALC_DVS.2.1C requires that the developer shall describe all the physical, personnel, procedural and
other security measures that are necessary to protect the confidentiality and integrity of the intended
TOE design, implementation and in its development and production environment, and provide
evidence that these security measures are followed during the development and maintenance of the
TOE. Thereby this objective contributes to meet the Security Assurance Requirement.

ALC_DVS.2.2C requires the implemented security measures to be sufficient to protect the
confidentiality and integrity of the intended TOE. Thereby this objective is suitable to meet the
Security Assurance Requirement.

ALC_CMC.5.5C requires that the CM system provides automated measures so that only authorized
changes are made to the configuration items. Thereby this objective contributes to meet the Security
Assurance Requirement.

ALC_DVS.2.1C LRI RN TN Ui BT L Z RN T F2 7 M AR 22 2476,  DLORP U TOE
Wb SEe S LT R A P AR L2 R e 2 e, RS AEIESRIE R TOE FOFF R A4y B 1
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0O.Maintain-Security

ALC_DVS.2.2C requires the implemented security measures to be sufficient to protect the
confidentiality and integrity of the intended TOE. ALC_DVS.2.1C requires that the developer shall
describe all the physical, personnel, procedural and other security measures that are necessary to
protect the confidentiality and integrity of the intended TOE design and implementation in its
development and production environment, and provide evidence that these security measures are
followed during the development and maintenance of the TOE. Thereby this objective contributes to
meet the Security Assurance Requirement.

ALC_DVS.2.2C BRI A 224 SO RIUE B 22 A4 a3 it 7 D E AR g, DURFFHU TOE 1)
BLEE PRI E 2% . ALC_DVS.2.1C R RN R 3B 7E HHF A FAE = R 5 Fp AR 37 Pl TOE %
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O.Physical-Access
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ALC_DVS.2.1C requires that the developer shall describe all physical security measures that are
necessary to protect the confidentiality and integrity of the intended TOE design and implementation
in its development environment, and provide evidence that these security measures are followed
during the development and maintenance of the TOE. ALC_DVS.2.2C justify the security measures
are sufficient. Thereby this objective contributes to meet the Security Assurance Requirement.

ALC_DVS.2.1C ZRIF KN AR TG LB 7225, DUEPHIT AF ST ToE #%&
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0O.Reception-Control

ALC_CMC.5.2C requires a CM documentation that describes the method used to uniquely identify
the configuration items. ALC_CMC.5.4C and ALC_CMC.5.8C require a unique identification of all
configuration items by the CM system. ALC_CMC.5.7C requires that the person accepting the
configuration item in the CM system is not the person who developed it. ALC_CMC.5.10C requires an
automated means is provided to identify affected configuration items by the change of a given
configuration item. ALC_CMC.5.11C requires that all the production related data used to generate
the modules can be identified. ALC_CMC.5.14C requires the description of the procedures used to
accept modified or newly created configuration items as part of the intended TOE. ALC_CMC.5.15C
requires the evidence demonstrating that all configuration items have been and are being maintained
under the CM system.

ALC_CMC.5.2C FRE—A> M 3C#Y, Hrdid 1 TARRME— B E DK /7% . ALC_CMC.5.4C Al
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ALC_CMS.5.2C addresses the same requirement as ALC_CMC.5.4C. ALC_DVS.2.2C requires security
measures to protect the confidentiality and integrity of the intended TOE during the transfer between
sites. Thereby this objective is suitable to meet the Security Assurance Requirement.
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0.Security-Control

ALC_DVS.2.1C requires that the developer shall describe all personnel, procedural and other security
measures that are necessary to protect the confidentiality and integrity of the intended TOE design
and implementation in its development and production environment, and provide evidence that
these security measures are followed during the development and maintenance of the TOE.
ALC_DVS.2.2C justify the security measures are sufficient. Thereby this objective contributes to meet
the Security Assurance Requirement.
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0O.Security-Documentation

ALC_DVS.2.1C requires that the developer shall have a security documentation and ALC_DVS2.2C
requires the justification that the described measures are appropriate to provide the necessary level
of protection, and provide evidence that these security measures are followed during the
development and maintenance of the TOE. Therefore, this objective contributes to meet the Security
Assurance Requirements.

ALC_DVS.2.1C ZERIT A i N B A 22430, ALC_DVS2.2C FERAIF B AT i 5 it 1 & 2 £ 06 B i) 1%
PG, FPRHHIESEUER TOE MR R A4EY g L2 2 fiht. ik, X— BinA BT
GARIEER .,

O.Staff-Engagement

ALC_DVS.2.1C requires the description of personnel security measures that are necessary to protect
the confidentiality and integrity of the intended TOE design and implementation in its development
environment, and provide evidence that these security measures are followed during the
development and maintenance of the TOE. ALC_DVS.2.2C justify the security measures are sufficient.
Thereby the objective fulfils this combination of Security Assurance Requirements.

ALC_DVS.2.1C E R FIAEHIT A A R FIUY TOE it AN it A AL 2 1 A0 58 B A% P o6 75 Y
ARG, JHRANIEYEIEY] TOE MTTF AR MY EAEIX L8 22 4. ALC_DVS.2.2C iEW] %
Sffit 2. R, ZHEFRHL T Z e RIEERA S .

O.Transfer-Data

ALC_DVS.2.1C: The development security documentation shall describe all the physical, procedural,
personnel, and other security measures that are necessary to protect the confidentiality and integrity
of the product design and implementation in its development environment, and provide evidence
that these security measures are followed during the development and maintenance of the TOE.
ALC_DVS2.2C requires the justification that the described measures are appropriate to provide the
necessary level of protection. This protection also includes internal transportation. Thereby this
objective is suitable to meet the combination of Security Assurance Requirements.

ALC_DVS.2.1C: TR 224 SCAF REf IR A2 i PR 858 A OR 7 7 it 18 11 ARSI itk () L 5% 1 F 5 8 e i
WA, . NRAHAb 2 245, FHRANEIER TOE M AR RGeS 811X £ 22
245 . ALC_DVS2.2C ELRUF B BTl 1 il & A P2 (L B AR AP /K o IR PRI IE ELFE P iR Hi -
R, 1% B bRE A T 2 2 RIEE SR A A .

0O.Zero-Balance

ALC_CMC.5.6C requires that the CM system supports the production of the intended TOE by
automated means. ALC_CMC.5.15C requires the evidence can demonstrate that all configuration

| Ref: ZHGLB-2022A-01-0.2 | Version: 0.2 | Page 69 of 71 |
PUBLIC




Reference ZHGLB-2022A-01-0.2 Document Type | CC Documentation
Secret Level | Public Effective Date 28/11/2023

items have been and are being maintained under the CM system. ALC_CMC.5.16C requires evidence
demonstrating that the CM system is operated in accordance with the CM plan. ALC_DVS.2.2C
requires security measures that are necessary to protect the confidentiality and integrity of the
intended TOE. ALC_LCD.1.2C requires control over the development and maintenance of the
intended TOE. Thereby this objective is suitable to meet the Security Assurance Requirement.

ALC_CMC.5.6C 3K CM R 4t S ¢l B T B A T TOE. ALC_CMC.5.15C ZLRA RS
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O.Flaw-Remediation

ALC_FLR.1.1C requires procedures used to track all reported security flaws in each release of the
production lot shall be provided. ALC_FLR.1.2C requires a description of the nature and effect of each
security flaw be provided, as well as the status of finding a correction to that flaw. ALC_FLR.1.3C
requires corrective actions be identified for each of the security flaws. ALC_FLR.1.4C requires the
methods used to provide flaw information, corrections and guidance on corrective actions to finished
good receiver. Therefore, this objective is suitable to meet the Security Assurance Requirement.

ALC_FLR.1.1C ER$Z ML T PRERERN A P~ HEIR I BT A R 5 1 22 AR FE I F2 /7 . ALC_FLR.1.2C £
SRR A B AN 22 A R B I M R RS ) B A, DL R R B s B ) 4 O 1 i 0 4 DL
ALC_FLR.1.3C ER NN LG G e M IEFS M. ALC_FLR.1.4C ZR A THALE(E S . & IE
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8.6 TRl 3 {FHIBRET Mapping of the Evaluation Documentation

The scope of the evaluation according to the assurance class ALC comprises the processing and
handling of security products and associated data as well as the complete documentation of the site
provided for the evaluation.

The mapping between the internal site documentation and the Security Assurance Requirements is
only available within the full version of the Site Security Target.

WRAEORUESEZL ALC (R VPAS Y B0 35 22 4 7 W R GBI IR AL BRAN AR B, DA RO Al AL 1) 58
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