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1. Document Information 

1.1 Reference 

Title: Site Security Target Lite Giesecke+Devrient Development Center 

Spain (DCS) 

Version/Date: Version 3.4/27.02.2025 

Company: Giesecke+Devrient Mobile Security TCD Iberia S.L. 

Name of the site: Giesecke+Devrient Development Center Spain (DCS) 

Product Type: Embedded Software Development and administrative services  

 

1.2 Overview 

This document is the Site Security Target Lite for Giesecke+Devrient Devel-

opment Center Spain (DCS). It is based on [1] with the modifications neces-

sary to correctly describe the sites named above. 

  

1.3 Change History 

Version Date Changes Author Reviewer 

3.4 27.02.2025 Update references for DVS, CMx, LCD 
and SUFOS in 9.1. 

Add documentation in 8.2. 

maa fes 

3.3 14.02.2025 Fix multisite in 2.1 and add PIN clarifica-
tion in 2.2.1. 

Refine O.Physical-Access and O.Staff-
Engagement in 8.3 

Update References in 9.1 

maa fes 

3.2 24.01.2025 Include description of GDIEP in 8.3 maa fes 
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3.1 29.11.2024 Fix all document according to OR from 
Applus+. 

maa fes 

3.0 01.10.2024 Update site location, dates and refer-
ences. 

Replace all “Smart Card” entries by “Em-
bedded”. 

Formatting though the whole document. 

maa fes 

2.7 23.03.2023 Correction of site name and references haf wak 

2.6 02.12.2020 Adding product Sm@rtSIM Next Genera-
tion 

haf rkr 

2.5 06.11.2020 Update description of site. haf rkr 

2.4 30.09.2020 Clarification on description of the site haf rkr 

2.3 11.05.2020 Product name SkySIM CX consistently 
changed to Sm@rtSIM CX. 

References to ALC_TAT deleted. 
ALC_TAT is handled in product certifica-
tions. 

haf rkr 

2.2 07.05.2020 Clarification of open questions haf rkr 

2.1 28.04.2020 Update for Re-Audit 2020 haf rkr 

2.0 22.08.2018 CC Version changed rkr hhj 

1.9 15.05.2018 Company name and Layout changed rkr hhj 

1.8 04.08.16 Clarified covered OS  rkr hhj 

1.7 19.04.16 Update for Re-Audit rkr hhj 

1.6 04.09.14 Reference to ALC_DVS updated hhj vog 

1.5 19.08.14 Updates versions of references ALC 
docs 

hhj vog 

1.4 22.11.13 Update due to additional ORs vog hhj 

1.3 23.08.13 Update due to ORs vog hhj 

1.2 23.04.13 Update of chap. 4.4 vog hhj 
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1.1 18.04.13 Update after review by DCS vog hhj 

1.0 12.04.13 Initial version based on "Site Security 
Target Giesecke & Devrient Develop-
ment Center Germany", V2.2, 
11.04.2013 

vog hhj 
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2. SST Introduction 

This chapter is divided into the sections "Identification of the Site" and "Site 

description". 

This security target refers to the following sites: 

­ Giesecke+Devrient Development Center Spain (DCS) 

The sites are used for Embedded Software Development. 

2.1 Identification of the Site 

1.) The Giesecke+Devrient Development Center Spain (DCS) development 

site is located at: 

Giesecke+Devrient Mobile Security TCD Iberia S.L. 

Avinguda Baix Llobregat, 3-5, 5th floor 

Sant Joan Despí, 08970 

Barcelona, Spain 

which will be abbreviated by 'DCS' (Development Center Spain) throughout 

the rest of the document. 

In addition, the security centre housing the primary systems for CCTV moni-

toring, alarm control and access control as well as its related tools server are 

located in: 

Giesecke+Devrient ePayments Iberia S.A. 

Carrer del Número 114, nº 27 , Polígon Pratenc 

El Prat de Llobregat, 08820 

Barcelona, Spain 

which will be abbreviated by 'GDIEP' (G+D Iberia ePayments) throughout the 

rest of the document. 

The site covers one site where CC relevant development is performed: 

BCN4. DCS is located in 3 rented floors within building BCN4. Building BCN4 

is shared with other companies, but the 5th, 6th and 7th 
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floors are used by G+D exclusively. The site is used for development of em-

bedded software and testing (including Smart Cards). Development and test-

ing activities are restricted to the designated development area (5th floor). 

The server infrastructure is located in a dedicated server room within the 5th 

floor, while the back-up system is located in the robots room within a dedi-

cated rack. 

On the other hand, the security centre housing the primary systems for 

CCTV monitoring, alarm control and access control and the production serv-

ers used for internal deliveries are located in the security control room of 

GDIEP. 

For multisite development, the services provided by GDM may also be fully 

or partly the same as for this site. The services provided by this site to other 

sites of G+D are listed in the document 'Services provided to other G+D sites 

by Giesecke+Devrient Development Center Spain' [2]. The services provided 

by other sites of G+D used by the site defined in chap. 2.1 are listed in the 

document 'Services provided by other G+D sites used by Giesecke+Devrient 

Development Center Spain' [3]. No services are provided to clients or 3rd par-

ties within the scope of evaluation. 

 

2.2 Site description 

The following areas of the plant specified in Chap. 2.1 are in the scope of the 

SST: 

1. DCS 

The following services and/or processes provided by DCS are in the scope of 

the site evaluation process: 

Embedded Software Development (Embedded OS Development, Embedded 

Applet and Application Development, Testing, Release of developed compo-

nents). 
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The site evaluation covers the development of products based on the follow-

ing operating systems: 

­ Sm@rtSIM CX 

­ Sm@rtSIM Next Generation 

­ SmartCafe Expert 

­ Convego JOIN  

­ STARCOS 

In addition, product lines which require EMVCo related type approvals are 

developed in the same environment following the same procedures as the 

products named above.  

Supporting services at DCS from other sites: 

­ IT-Services (storage, backup, etc.)  

2.2.1 Embedded Software Development 

The Embedded Software Development area is a security area with restricted 

access. Only authorised persons are allowed to enter this area. The security 

area is secured by mantraps which can only be entered after successful au-

thentication by card (company badge, visitor badge). Access rights on ac-

cess cards are granted and revoked by the responsible team for physical site 

security. 

For the development of the Embedded Software a configuration manage-

ment system is used. Access to the software development storage servers is 

restricted to authorised persons. Successful authentication by login name 

and password or access card and password is required for access to the 

software development storage servers.  

For testing, access to the robots room is required. To access this room, an 

additional authentication plus PIN in a pin pad is required. Each user has a 

personalised PIN. 
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2.2.2 Supporting Services 

Supporting Services are provided from the building BCN4. The supporting 

services comprise documentation generation for other G+D sites.  

2.2.3 Multisite Development 

The following sites are used for multisite development projects (not all sites 

have to be part of each multisite development project): 

1. Giesecke+Devrient Development Center Germany (DCG) 

Giesecke+Devrient GmbH 

Prinzregentenstr. 161 

81677 München, Germany 

2. Giesecke+Devrient Development Center India (DCI) 

Giesecke+Devrient India Pvt. Ltd. 

Padale Prime, Plot No 9/1A 

411004 Pune, India 

3. Giesecke+Devrient Development Center China (DCC) 

Giesecke+Devrient China Pvt. Ltd.  

2F Zhuoming Plaza, 1069 Huihenan Street, Banbidian Village, Gaobeidian 

Town,  

Chaoyang District, Beijing, 100123 China 

 

2.3 Typical Life Cycle of supported TOEs  

The site under evaluation supports the Life Cycle phase Development of a 

TOE in the sense of the CC. A more detailed description of the Life Cycle of 

a typical TOE is given here for clarity. 

An Embedded device which is ready to use by the final user usually consists 

of the underlying HW (IC), the Embedded Operating System, some or all of 

the applications residing in the device together with the user data in the file 
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system and the related guidance documentation. The underlying HW is a se-

cure chip that consists either of ROM and EEPROM memory or Flash 

memory.  

An IC consisting of ROM and EEPROM memory requires the delivery of the 

ROM mask to the HW manufacturer. The chips or modules containing the 

processed ROM mask are then either delivered back to the development site 

and are forwarded to a smart card production facility or are delivered from 

the HW manufacturer directly to the smart card production facility. The 

EEPROM data required for installation or preparation of the final smart card 

(e.g. EEPROM part of the Embedded OS, fixed parts of the file system) is 

delivered from the development site to the smart card production facility. 

For ICs using flash technology the flash image containing the completed Em-

bedded OS is delivered to the flash loading site. The ICs are delivered from 

the HW manufacturer to the flash loading site directly or via G+D. In addition, 

flash loading can be performed by the HW manufacturer.   

The Life Cycle phase Development refers to the generation and compilation 

of source code files (usually into hex images) as well as generation the eval-

uation documentation.  

It is assumed that product certifications which refer to this Site Security Tar-

get are related to a TOE that follows a TOE life-cycle according to [11], chap. 

1.2.3. The Giesecke+Devrient Development Center covers Phase 1 (IC Em-

bedded Software Development) according to [11].  

Since a site certification formally does not cover 'TOEs' in the sense of CC 

but only sites which handle items related to a TOE in a product certification, 

the term 'TOE related item' is widely used instead of TOE in this document. 

This comprises all items that belong to a future TOE like source code files, 

guidance documentation, cryptographic keys, etc. Please note that a refer-

ence to 'TOE related items' in this document might not necessarily cover all 

TOE related items but only some of them. When the document refers to a 

TOE which is expected to be developed at this site the term 'future TOE' is 

used.  
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3. Conformance Claim 

The evaluation is based on Common Criteria Version 3.1 Revision 5, Parts 1 

and 3 [4], [5]. For the evaluation, the methodology in Common Methodology 

for Information Technology Security Evaluation, Version 3.1, Revision 5 [6] 

will be used. The SST is CC Part 3 conformant. 

This Site Security Target Lite covers the following CC assurance compo-

nents: 

ALC_CMC.4, ALC_CMS.5, ALC_DVS.2 and ALC_LCD.1 as defined in [5]. 

Please note that ALC_DEL.1 and ALC_TAT.2 have been excluded from this 

SST since: 

- The site referenced in chap. 2.1 does not perform external deliveries and 

ALC_DEL.1 is therefore not applicable. 

- ALC_TAT is handled in product certifications. 

The assurance components chosen for the Site Security Target Lite are 

taken from the definition of the EAL5 package defined in [5], because the lev-

els EAL4 and EAL5 are usually applied in smart card evaluations. Since 

some protection profiles require augmentation by ALC_DVS.2 instead of 

ALC_DVS.1 as in the original package definitions of EAL4 and EAL5, for this 

Site Security Target also ALC_DVS.2 has been selected instead of 

ALC_DVS.1.  

For the assessment of the security measures attackers with high attack po-

tential are assumed. This allows an evaluation of products using this site ac-

cording to the assurance component AVA_VAN.5. 
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4. Security Problem Definition 

The Security Problem Definition comprises security problems derived from 

threats against the assets handled by the site and security problems derived 

from the configuration management requirements. The configuration man-

agement covers the integrity of TOE related items and the security manage-

ment of the site. 

The Security Problem Definition comprises two major so called security prob-

lems. The first set of security problems comprises all kind of attacks regard-

ing theft (e.g. samples) or disclosure (e.g. design data) or manipulation of as-

sets. These security problems are described in terms of threats. The second 

set of security problems comprises the requirements for the configuration 

management (e.g. controlled modification) and the control of security 

measures. These security problems are described in terms of Organisational 

Security Policies (OSP).  

4.1 Assets 

The following section describes the assets handled at the site as well as the 

type of asset and the protection required:  

­ software specifications (type: electronic documentation; protection: confi-

dentiality, integrity) 

­ source code in any form (ROM code, EEPROM code, Flash code) (type: 

electronic source files; protection: confidentiality, integrity) 

­ pre-personalisation data (including binaries for ROM mask processing, 

EEPROM content, flash images) (type: electronic binary files; protection: 

confidentiality, integrity) 

­ sensitive data or items (this comprises software specifications, source 

code in any form, pre-personalisation data, either logical or in samples) 

(see above) 
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­ security relevant processes such as the development process at the site 

(type: electronic documentation; protection: confidentiality, integrity) 

­ development systems and configuration systems (type: system, combina-

tion of hardware and software; protection: integrity) 

­ confidential product documentation (type: electronic documentation; pro-

tection: confidentiality, integrity) 

All assets of a product line belong to the development team of this product 

line and access to these assets is restricted to the dedicated development 

team. 

 

4.2 Threats 

All threats endanger the integrity and confidentiality of TOE related items. 

Future TOEs protect themselves latest after conclusion of the personalisation 

phase. However, during the development and production TOE related items 

are vulnerable to such attacks.  

Remark: The term 'sensitive configuration item' has been replaced by 'sensi-

tive data or items', because not only the theft or modification of sensitive con-

figuration items but also of other data kept outside the configuration manage-

ment system (e.g. personalisation data) might compromise the security of 

TOE related items or future TOEs. In addition, some threats limited to the 

production phase in [1] have been extended to the development phase.   

T.Smart-Theft: An attacker tries to access sensitive areas of the site for ma-

nipulation or theft of sensitive data or items. The attacker has sufficient time 

to investigate the site outside the controlled boundary. For the attack the use 

of standard equipment for burglary is considered. In addition, the attacker 

may be able to use specific working clothes of the site to camouflage the in-

tention.  
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T.Rugged-Theft: An experienced thief with specialised equipment for bur-

glary, who may be paid to perform the attack tries to access sensitive areas 

and manipulate or steal sensitive data or items.  

T.Computer-Net: A hacker with substantial expertise, standard equipment, 

who may be paid to attempt to remotely access sensitive network segments 

to get data such as source code or sensitive data or modify security relevant 

processes such as the development process at the site.  

T.Unauthorised-Staff: Employees or subcontractors not authorised to get ac-

cess to products or systems used for development get access to sensitive 

data or items or affect development systems or configuration systems, so 

that the confidentiality and/or the integrity of TOE related items is violated. 

This can apply to development and any TOE related item as well as to the fu-

ture TOE, its configuration or other sensitive data. 

T.Staff-Collusion: An attacker tries to get access to sensitive data or items 

stored or processed at the site. The attacker tries to get support from one or 

more employees through an attempted extortion or an attempt at bribery.  

T.Attack-Transport: An attacker might try to get sensitive data or items or 

software specifications during the internal shipment. The target is to compro-

mise confidential information or violate the integrity of TOE related items or 

future TOEs during the stated internal shipment to allow a modification, clon-

ing or the retrieval of confidential product documentation. 

 

4.3 Organisational Security Policies 

The following policies are introduced by the requirements of the assurance 

components of ALC for the assurance level EAL5+ (augmented by 

ALC_DVS.2). The chosen policies shall support the understanding of the de-

velopment and production flow and the security measures of the site. In addi-

tion, they shall allow an appropriate mapping to the Security Assurance Re-

quirements (SAR).  
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P.Config-Items: The configuration management system shall be able to 

uniquely identify configuration items. This includes the unique identification of 

items that are created, generated, developed or used at a site as well as the 

received and transferred and provided items. 

P.Config-Control: The procedures for setting up the development process for 

a future TOE as well as the procedure that allows changes of the initial setup 

for a future TOE shall only be applied by authorised personnel. Automated 

systems shall support the configuration management and ensure access 

control or interactive acceptance measures for set up and changes.  

P.Config-Process: The services and processes provided by the site are con-

trolled in the configuration management plan. This comprises tools used for 

the development of the future TOE, the management of flaws and optimisa-

tions of the process flow as well as the documentation that describes the ser-

vices and processes provided by the site. 

P.Reception-Control: The inspection of incoming requirements specifications 

from the client done at the site ensures that developed future TOEs comply 

with the requirements specified by the client. The inspection of incoming re-

quirements from the HW manufacturer (i.e. datasheets and security manu-

als) at the site ensures that the developed future TOEs comply with the re-

quirements specified by the HW manufacturer. 

P.Accept-Product: In case the client requires formal release of the developed 

items, the quality control of the site ensures that the released future TOEs 

comply with the specification agreed with the client. The acceptance process 

is supported by automated measures. Records are generated for the ac-

ceptance process of TOE related items. Thereby, it is ensured that the prop-

erties of the future TOE are ensured when internally shipped.  

P.Organise-Product: The development process is applied as specified by the 

site's quality management documentation. If the related data includes sensi-

tive items appropriate measures must be in place. 
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P.Product-Transport: Technical and organisational measures shall ensure 

the correct labelling of the future TOE. A controlled internal shipment process 

shall be applied. The transport supports traceability up to the acceptor. If ap-

plicable or required this policy shall include measures for packing if required 

to protect the future TOE during transport. 

In case the future TOE is protecting itself after conclusion of a specific pro-

duction step - i.e. after personalisation - no specific protection during 

transport might be necessary.  

 

4.4 Assumptions 

Each site operating in a development or production flow must rely on precon-

ditions provided by the previous site. Each site has to rely on the information 

received by the previous site/client. This is reflected by the assumptions that 

must be defined for the interface.  

The following assumption is considered to be applicable to all sites.  

A.Prod-Specification: The client must provide appropriate information (e.g. 

Stakeholder requirements specification) in order to ensure an appropriate de-

velopment process. The provided information includes the classification of 

the documents and future TOE. Default values might be defined with the cli-

ents (e.g. "all documents are regarded as public/company confidential/strictly 

confidential unless a specific classification is provided"). The provided infor-

mation has to clarify which documents or items developed by the site have to 

undergo a release process (if any).  

A.Item-Identification: Each configuration item shipped from the client to the 

development site is uniquely labelled by the client to ensure the identification 

of the configuration item.  

A.Internal-Shipment: The recipient (client) of the future TOE is identified by 

the address of the client site for physical items and by corresponding infor-

mation (e.g. email address) for electronic items.  
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A.Requirements_Specification: Development projects are initiated by a pro-

ject manager or product manager of G+D. If requirements from the client are 

not sent directly to the development staff, then requirements are sent from 

the client to the product manager or project manager. The specification of re-

quirements is sent to the product manager or project manager secured 

against unauthorised modification. For specifications with confidential con-

tent these specifications have to be delivered protected against disclosure. 

The product manager or project manager is then responsible for the transfer 

of the client's requirements to the development area. The product manager 

or project manager does not necessarily have to forward the original require-

ments of the customer to the development staff.    

A.Multisite_Development: In case TOE development is performed together 

with other development sites (i.e. 'multisite development'), all other sites 

have to cover all CC assurance components as defined in chap. 3 (or 

higher). In addition, the site has to be resistant to attackers with high attack 

potential (i.e. AVA_VAN.5). A trusted communication channel must exist to 

the remote sites. 
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5. Security Objectives 

The Security Objectives are related to physical, technical and organisational 

security measures, the configuration management as well as the internal 

shipment. 

O.Security-Documentation: The security of the site is maintained according 

to the sites security documentation covering all physical and logical 

measures to ensure the security of the site.  

O.Physical-Access: The combination of physical partitioning between the dif-

ferent access control levels together with technical and organisational secu-

rity measures allows a sufficient separation of employees to enforce the 

“need to know” principle. The access control shall support the limitation for 

the access to these areas including the identification and rejection of unau-

thorised people. The access control measures ensure that only registered 

employees and visitors can access restricted areas. Sensitive TOE related 

items are handled in restricted areas only. 

O.Security-Control: Assigned personnel of the site or guards operate the sys-

tems for access control and surveillance and respond to alarms. Technical 

security measures like video control, motion sensors and similar kind of sen-

sors support the enforcement of the access control. These personnel are 

also responsible for registering and ensuring escort of visitors, contractors 

and suppliers.  

O.Alarm-Response: The technical and organisational security measures en-

sure that an alarm is generated before an unauthorised person gets access 

to any sensitive TOE related item (asset). After the alarm is triggered the un-

authorised person still has to overcome further security measures. The reac-

tion time of the employees or guards is short enough to prevent a successful 

attack. 

O.Internal-Monitor: The site performs security management meetings on a 

regular basis. The security management meetings are used to review secu-

rity incidences, to verify that maintenance measures 
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are applied and to reconsider the assessment of risks and security 

measures. Furthermore, an internal audits are performed on a regular basis 

to verify the application of the security measures.  

O.Maintain-Security: Technical security measures are maintained regularly to 

ensure correct operation. The logging of sensitive systems is checked regu-

larly. This comprises the access control system to ensure that only author-

ised employees have access to sensitive areas as well as computer/network 

systems to ensure that they are configured as required to ensure the protec-

tion of the networks and computer systems. 

O.Logical-Access: The site enforces a logical separation between the inter-

nal network and the internet by a firewall-system. The firewalls ensure that 

only defined services and defined connections are accepted. Every user of 

an IT system has its own user account and password. All computer systems 

with access to sensitive data require successful authentication either by user 

name and password or identification token (e.g. company badge) and pass-

word. Users have no direct access to the internet from within the internal net-

work. In case of multisite development secure connections to other develop-

ment sites are established and only appropriately secured connections to 

other development sites are used. In case administrative services are pro-

vided to other development sites (e.g. remote administration of local IT infra-

structure this is done via a secured connection.  

O.Logical-Operation: All network segments and the computer systems are 

kept up-to-date (software updates, security patches, virus protection, spy-

ware protection). The backup of sensitive data and security relevant logs is 

applied according to the classification of the stored data. 

O.Config-Items: The site has a configuration management system that as-

signs a unique internal identification to each configuration item. In addition, 

any future TOE consisting of several configuration items can be uniquely 

identified by unique labels.  

O.Config-Control: The site applies a release procedure for each new future 

TOE on request of the client. In addition, the site has a process to classify 
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and introduce changes for released future TOEs. A designated team is re-

sponsible for the release of new future TOEs and for the classification and 

release of changes.  

O.Config-Process: The site controls its services and/or processes using a 

configuration management plan. The configuration management is controlled 

by tools and procedures for the development of future TOEs and for the 

management of security flaws.  

O.Acceptance-Test: The site delivers TOE related items that fulfil the speci-

fied properties. The formal prove for that will be provided by the site upon re-

quest of the client. Upon request of the client, functional and/or visual checks 

and tests are performed to ensure the compliance with the specification. The 

test results are logged to support tracing and the identification of systematic 

failures. The test results may be logged and transferred to the client, so in-

vestigation of the log files, verification of compliance with the specification, 

identification of systematic failures and storage of the log files might be 

shifted to the client (upon request of the client).  

O.Organise-Product: For the development process it is ensured that the 

specified process and implementation standards are applied.  

O.Staff-Engagement: All employees who have access to sensitive TOE re-

lated items and who can move them out of the defined production flow are 

checked regarding security concerns and have to sign a non-disclosure 

agreement. Furthermore, all employees are trained and qualified for their job. 

O.Reception-Control: Upon reception of a requirements specification from a 

client by the development staff the authenticity of the specification is verified..  

O.Internal-Shipment: The recipient of a physical TOE related item is identi-

fied by the assigned client address. The recipient(s) of an electronic TOE re-

lated item (e.g. source code) can be identified in different ways. The specific 

way is defined in the internal shipment procedure. The internal shipment pro-

cedure is applied to all shipped TOE related items. The recipient for ship-

ment can only be changed by a controlled process. The packaging (if any) is 
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part of the defined process and applied as agreed with the client. The for-

warder supports the tracing of TOE related items during internal shipment. 

For every sensitive TOE related item, the protection measures against ma-

nipulation are defined (e.g. sealed boxes, encryption, integrity protection, 

electronic signature).  

O.Transfer-Data: Sensitive electronic TOE related items (data or documents 

in electronic form) are protected by applying cryptographic algorithms to en-

sure confidentiality and/or integrity (whatever is required) during internal 

shipment. In case asymmetric cryptographic algorithms are applied, the as-

sociated cryptographic keys must be assigned to individuals to ensure that 

only authorised employees are able to extract the sensitive electronic TOE 

related items. Alternatively, symmetric key or password based exchanges 

methods might be used (e.g. symmetric key encrypted files, password en-

crypted archives) which don't allow assignment of individuals. In the latter 

case it has to be ensured that only authorised users have access to the cryp-

tographic keys or passwords. The cryptographic keys and/or passwords are 

exchanged based on secure measures and they are sufficiently protected. 

O.Control-Scrap: The site has measures in place to destroy sensitive docu-

mentation and erase electronic media.  

O.Multisite_Development: The site provides measures for regular synchroni-

zation of development repositories between sites in case of multisite devel-

opment. The site provides measures to merge versions of configuration 

items resulting from concurrent use on different sites between synchroniza-

tion periods. Access control mechanisms applied to the configuration man-

agement system are also active during synchronization and merging. Access 

from other development sites to local development repositories are restricted 

to multisite development repositories. Other development sites cannot ac-

cess local single development repositories. Multisite development reposito-

ries have to be explicitly set-up as multisite development repositories.    

5.1 Security Objectives Rationale - Coverage of threats 

and OSPs 
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The SST includes a Security Objectives Rationale. This includes a tracing 

which shows how the threats and OSPs for the development site are covered 

by the Security Objectives. In addition, it includes a justification that shows 

that all threats and OSPs for the development site are effectively addressed 

by the Security Objectives. This part of the security objective rationale refers 

to the requirements of AST_OBJ.1-3 and AST_OBJ.1-4.  

5.1.1 Mapping of Security Objectives 

Threat and OSP Security Objective Note 

T.Smart-Theft O.Security-Documentation 

O.Physical-Access 

O.Security-Control 

O.Alarm-Response 

O.Internal-Monitor 

O.Maintain-Security 

The combination of struc-

tural, technical and organisa-

tional measures detects un-

authorised access and allow 

for appropriate response on 

any threat. 

T.Rugged-Theft O.Security-Documentation 

O.Physical-Access 

O.Security-Control 

O.Alarm-Response 

O.Internal-Monitor 

O.Maintain-Security 

The combination of struc-

tural, technical and organisa-

tional measures detects un-

authorised access and allow 

for appropriate response on 

any threat. 

T.Computer-Net O.Security-Documentation 

O.Internal-Monitor 

O.Maintain-Security 

O.Logical-Access 

O.Logical-Operation 

O.Staff-Engagement 

The technical and organisa-

tional measures prevent un-

authorised access to the in-

ternal network. 

T.Unauthorised-

Staff 

O.Security-Documentation 

O.Physical-Access 

O.Security-Control 

O.Alarm-Response 

O.Internal-Monitor 

O.Maintain-Security 

Physical and logical access 

control limits the access to 

sensitive data to authorised 

persons.  
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O.Logical-Access 

O.Logical-Operation 

O.Staff-Engagement  

T.Staff-Collusion O.Security-Documentation 

O.Internal-Monitor 

O.Maintain-Security 

O.Staff-Engagement 

O.Transfer-Data 

O.Control-Scrap 

The application of internal 

security measures combined 

with the hiring policies that 

restrict hiring to trustworthy 

employees prevent unau-

thorised access to sensitive 

data or items. 

T.Attack-

Transport 

O.Internal-Shipment 

O.Transfer-Data 

The applied security 

measures on sensitive data 

during internal shipment pre-

vent modification or disclo-

sure of any sensitive data 

during transport. The applied 

security measures on physi-

cal items during internal 

shipment allow detection of 

attempted attacks. 

P.Config-Items O.Config-Items 

O.Multisite_Development 

All relevant items are cov-

ered by the control. 

P.Config-Control O.Config-Items 

O.Config-Control 

O.Logical-Access 

O.Multisite_Development 

The scope of the configura-

tion control comprises the 

development process. 

P.Config-Pro-

cess 

O.Config-Process The scope comprises the de-

velopment process. 

P.Reception-

Control 

O.Reception-Control The incoming control on cli-

ent's specifications ensures 

that only authentic items are 

accepted. 
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P.Accept-Prod-

uct 

O.Config-Control 

O.Config-Process 

O.Acceptance-Test  

The proper future TOE re-

lease is ensured by O.Ac-

ceptance-Test supported by 

the means of the configura-

tion management system. 

P.Organise-

Product 

O.Logical-Operation 

O.Logical-Access 

O.Config-Control 

O.Config-Process 

O.Organise-Product  

The application of the devel-

opment processes is en-

sured by O.Organise-Prod-

uct supported by technical 

and organisational means.  

P.Product-

Transport 

O.Config-Items 

O.Internal-Shipment 

O.Transfer-Data 

The controlled shipment and 

delivery procedures ensure 

correct shipment and deliv-

ery of items. 

Table 1: Security problem definition to security objectives mapping 

5.1.2 Justification for Threats and OSPs 

T.Smart-Theft 

O.Security-Documentation specifies all security measures of the site and is 

therefore the very basis to counter all attacks to the assets of the site.  

The physical countermeasures defined by O.Physical-Access prevent that an 

attacker can get access to the site.  

The security control mechanisms like access control and surveillance cam-

eras and the work of the security staff as defined by O.Security-Control en-

sure that any attempts of unauthorised access to the site are detected and 

alarms are triggered. In that case O.Alarm-Response ensures that an at-

tacker undertaking an unauthorised access attempt cannot get access to 

sensitive areas of the site for manipulation or theft of sensitive data or items. 

The internal assessments defined by O.Internal-Monitor and the mainte-

nance measures defined by O.Maintain-Security ensure that the required 

level of security to prevent unauthorised access attempts is established at all 

times. 
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Therefore the combination of O.Security-Documentation, O.Physical-Access, 

O.Security-Control, O.Alarm-Response, O.Internal-Monitor and O.Maintain-

Security are sufficient to cover T.Smart-Theft.  

T.Rugged-Theft 

See justification for T.Smart-Theft which also applies to T.Rugged-Theft. 

T.Computer-Net 

O.Security-Documentation specifies all security measures of the site and is 

therefore the very basis to counter all attacks to the assets of the site.  

The logical security measures defined by O.Logical-Access prevent an at-

tacker from unauthorised remote access to sensitive data. The measures de-

fined by O.Logical-Operation ensure that the IT systems are kept up-to-date 

and by this ensure that the security measures defined by O.Logical-Access 

continuously provide a sufficient security level. This is supported by O.Inter-

nal-Monitor and O.Maintain-Security. 

The measures defined by O.Staff-Engagement ensure that staff with access 

to sensitive items has the required skills not to compromise the security 

measures established at the site. 

Therefore the combination of O.Security-Documentation, O.Logical-Access, 

O.Logical-Operation, O.Internal-Monitor, O.Maintain-Security and O.Staff-En-

gagement are sufficient to cover T.Computer-Net.  

T.Unauthorised-Staff 

O.Security-Documentation specifies all security measures of the site and is 

therefore the very basis to counter all attacks to the assets of the site.  

The physical countermeasures defined by O.Physical-Access prevent that 

only authorised persons can get access to the site and security related areas 

therein.  

The security control mechanisms like access control and surveillance cam-

eras and the work of the security staff as defined by 
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O.Security-Control ensure that any attempts of unauthorised access to the 

site are detected and alarms are triggered. In that case O.Alarm-Response 

ensures that a person undertaking an unauthorised access attempt cannot 

get access to sensitive areas of the site for manipulation or theft of sensitive 

data or items. 

The logical security measures defined by O.Logical-Access ensure that only 

authorised users can get access to sensitive data. The measures defined by 

O.Logical-Operation ensure that the IT systems are kept up-to-date and by 

this ensure that the security measures defined by O.Logical-Access continu-

ously provide a sufficient security level. The internal assessments defined by 

O.Internal-Monitor and the maintenance measures defined by O.Maintain-

Security ensure that the required level of security to prevent unauthorised ac-

cess attempts is established at all times. 

The measures defined by O.Staff-Engagement ensure that staff with access 

to sensitive items has the required skills not to compromise the security 

measures established at the site. 

Therefore the combination of O.Security-Documentation, O.Physical-Access, 

O.Security-Control, O.Alarm-Response, O.Internal-Monitor, O.Maintain-Se-

curity, O.Logical-Access, O.Logical-Operation and  O.Staff-Engagement are 

sufficient to cover T.Unauthorised-Staff.  

T.Staff-Collusion 

O.Security-Documentation specifies all security measures of the site and is 

therefore the very basis to counter all attacks to the assets of the site.  

The measures defined by O.Staff-Engagement ensure that staff with access 

to sensitive items has the required skills not to compromise the security 

measures established at the site and to understand the risk of supporting an 

external attacker.  

It is ensured that the security level of the site is maintained at all times by the 

security measures defined in O.Internal-Monitor and O.Maintain-Security in-

cluding background checks during hiring of personnel 
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and defined exit procedures for dismissed employees (e.g. deactivation of 

accounts).  

O.Transfer-Data ensures the security of sensitive data during transfer.  

The security measures defined by O.Control-Scrap ensures that an attacker 

cannot get access to sensitive data when they are no longer required at the 

site. 

Therefore the combination of O.Security-Documentation, O.Internal-Monitor, 

O.Maintain-Security, O.Staff-Engagement, O.Transfer-Data and O.Control-

Scrap are sufficient to cover T.Staff-Collusion.  

T.Attack-Transport 

The security measures defined by O.Internal-Shipment ensure that an at-

tacker cannot get access to sensitive physical or electronic data or items dur-

ing internal shipment. For electronic items this is supported by the security 

measures defined by O.Transfer-Data. 

Therefore the combination of O.Internal-Shipment and O.Transfer-Data is 

sufficient to cover T.Attack-Transport. 

P.Config-Items 

The Security Objective O.Config-Items directly enforces P.Config-Items. The 

measures defined by O.Multisite_Development support this policy by syn-

chronizing the configuration management systems between different sites in 

case of multisite development environments. 

P.Config-Control 

The Security Objective O.Config-Control enforces P.Config-Control. The Se-

curity Objective O.Logical-Access prevents unauthorised changes of the CM 

system and the configuration items stored therein. O.Config-Items supports 

the enforcement of P.Config-Control by ensuring that each configuration item 

is uniquely identified in the CM system. The measures defined by O.Multi-

site_Development support O.Config-Items by synchronizing the configuration 
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management systems between different sites in case of multisite develop-

ment environments. 

P.Config-Process 

The Security Objective O.Config-Process directly enforces P.Config-Process. 

P.Reception-Control 

The Security Objective O.Reception-Control directly enforces P.Reception-

Control. 

P.Accept-Product 

The Security Objective O.Acceptance-Test enforces P.Accept-Product. This 

is supported by O.Config-Process, which ensures that a configuration man-

agement plan is in place, and by O.Config-Control, which ensures the appli-

cation of the required procedures for the future TOE release. 

P.Organise-Product 

The Security Objective O.Organise-Product enforces P.Organise-Product. 

This is supported by O.Config-Process, which ensures that a configuration 

management plan is in place, and by O.Config-Control, which ensures the 

application of the required procedures for the future TOE release. The secu-

rity objectives O.Logical-Access and O.Logical-Operation provide the neces-

sary security measures to protect sensitive items. 

P.Product-Transport 

P.Product-Transport is directly enforced by O.Internal-Shipment for internal 

shipments and O.Transfer-Data for transfer of sensitive electronic configura-

tion items. This enforcement is supported by O.Config-Items which ensures 

the correct labeling of the future TOE. 

  

http://www.gi-de.com/mobile-security


 

Site Security Target Lite Giesecke+Devrient Development Center 

Spain (DCS) | www.gi-de.com 

Version 3.4/27.02.2025 

31 

  PUBLIC 

6. Extended Assurance Compo-

nents Definition 

No extended components are defined in this Site Security Target.  
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7. Security Assurance Require-

ments 

The security assurance requirements for this Site Security Target shall sup-

port an evaluation according to the assurance level EAL5+. In some cases, 

this evaluation assurance level is augmented by the security assurance re-

quirement ALC_DVS.2. Therefore this security assurance requirement is 

also used in this Site Security Target instead of ALC_DVS.1 as defined for 

the package EAL5 in [5]. Because ALC_DVS.2 is the hierarchically higher 

component to ALC_DVS.1 this Site Security Target is also suitable for EAL5 

evaluations using ALC_DVS.1. 

The assurance requirements for the Life-Cycle support are: 

− ALC_CMC.4 (CM capabilities) 

− ALC_CMS.5 (CM scope) 

− ALC_DVS.2 (Development security) 

− ALC_LCD.1 (Life-cycle definition)  

Please note that ALC_DEL.1 and ALC_TAT.2 are not applicable for the site 

since: 

- No external deliveries are performed by the site (ALC_DEL.1). 

- ALC_TAT.2 is covered in products certifications. 

The assurance requirements listed above fulfil the requirements of [7] be-

cause hierarchically higher components are used in this Site Security Target 

compared to the Minimum Requirements in [7].  

The dependencies for the assurance requirements named above are as fol-

lows: 

− ALC_CMC.4: ALC_CMS.1, ALC_DVS.1, ALC_LCD.1 

− ALC_CMS.5: None 

− ALC_DVS.2: None 
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− ALC_LCD.1: None  

The following dependencies are not fulfilled or not completely fulfilled: 

− ALC_LCD.1: ALC_LCD.1 is part of this Site Security Target but doesn't 

cover TOE specific information of the life-cycle definition.  

7.1 Application Notes and Refinements 

The description of the site certification process [7] includes specific applica-

tion notes. The main item is that a future TOE is not available during the 

evaluation. Since the term “TOE” is not applicable in the SST the associated 

processes for the handling of TOE related items are in the focus and de-

scribed in this SST. These processes are subject of the evaluation of the 

site. 

Refinements regarding Security Assurance Requirements as defined in CC 

Part 3 [5] are written in italic. The term 'TOE' is replaced by 'TOE related 

items' or 'future TOE', depending on the specific case. 

7.1.1 Overview regarding CM capabilities (ALC_CMC) 

A configuration management system is used to manage all source files of a 

future TOE under development.  

According to [7] the processes rather than a TOE are in the focus of the 

CMC examination. The changed content elements are presented below. 

Since the application notes in [7] are defined for ALC_CMC.5 but this SST 

claims ALC_CMC.4 only the relevant content elements are adapted. 

The use of the configuration management system and the application of a 

defined change process for the procedures of the site under evaluation are 

mandatory. The control process must include all procedures that have an im-

pact on the evaluated development processes as well as on the site security 

measures. 

All items listed as assets in chap. 4.1 are kept within the configuration man-

agement system.  
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7.1.2 Overview regarding CM scope (ALC_CMS) 

The scope of the configuration management for a site certification process is 

limited to the documentation relevant for the SAR for the claimed life-cycle 

SAR and the TOE related items handled at the site. 

For this site all items listed as assets in chap. 4.1 are kept within the configu-

ration management system.  

7.1.3 Overview regarding Development Security (ALC_DVS) 

The CC assurance components of family ALC_DVS refer to (i) the “develop-

ment environment”, (ii) to the “TOE” or “TOE design and implementation”. 

The component ALC_DVS.2 “Sufficiency of security measures” requires ad-

ditional evidence for the suitability of the security measures. 

The manufacturer of the future TOEs must ensure that the development and 

production of the future TOEs is secure so that no information is unintention-

ally made available for the operational phase of the future TOEs. The confi-

dentiality and integrity of design information, test data, configuration data and 

pre-personalisation data must be guaranteed, access to any kind of samples, 

development tools and other material must be restricted to authorised per-

sons only. 

Based on these requirements the physical security as well as the logical se-

curity of the site are in the focus of the evaluation. Beside the pure imple-

mentation of the security measures also the control and the maintenance of 

the security measures must be considered. 

In addition, internal shipment between two development sites has to be cov-

ered by ALC_DVS. 

7.1.4 Overview regarding Life-cycle definition (ALC_LCD) 

The site is not necessarily equal to the entire development environment. 

Therefore, the ALC_LCD criteria are interpreted in a way that only those life-

cycle phases have to be evaluated which are in the scope of the site. For this 

site the Life Cycle phase 'Development' is relevant.  
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7.2 Security Assurance Requirements Rationale 

The security assurance requirements rationale maps the content elements of 

the selected assurance components of [5] to the security objectives defined 

in this Site Security Target. The refinements described above are consid-

ered. 

The site has a process in place to ensure an appropriate and consistent 

identification of future TOEs. If the site already receives TOE related items, 

this process is based on the assumption that the delivered TOE related items 

are appropriately labelled and identified, refer to A.Item-Identification. 

Note: The content elements that are changed from the original CEM [6] ac-

cording to the application notes in the process description [7] are written in 

italic. The term 'TOE' can be replaced by 'TOE related items'.  

7.2.1 Rationale for ALC_CMC.4 

Security Assurance 

Requirement 

Security Objective Rationale 

ALC_CMC.4.1C: The 

CM documentation 

shall show that a pro-

cess is in place to en-

sure an appropriate 

and consistent label-

ling. 

O.Config-Items 

O.Reception-Con-

trol 

Upon reception of an item from an-

other site O.Reception-Control en-

sures that authenticity is verified for 

the shipped item. With this it is en-

sured that the item has been labeled 

before delivery. After integration into 

the CM system O.Config-Items en-

sures appropriate and consistent la-

beling as well as unique identification 

of the item.  

ALC_CMC.4.2C: The 

CM documentation 

shall describe the 

method used to 

O.Config-Items 

O.Config-Control 

see ALC_CMC.4.1C rationale for 

O.Config-Items, all configuration 

items are kept under configuration 

control by O.Config-Control. 
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uniquely identify the 

configuration items. 

ALC_CMC.4.3C: The 

CM system shall 

uniquely identify all 

configuration items. 

O.Config-Items 

O.Multisite_Devel-

opment  

see ALC_CMC.4.1C rationale for 

O.Config-Items, O_Multisite_Devel-

opment ensures the synchronization 

of configuration items between all de-

velopment locations. 

ALC_CMC.4.4C: The 

CM system shall pro-

vide automated 

measures such that 

only authorised 

changes are made to 

the configuration 

items. 

O.Config-Control 

O.Logical-Access 

All configuration items are kept under 

configuration control by O.Config-

Control. 

O.Config-Control is supported by 

O.Logical-Access that requires the 

authentication of each user before 

any change can be applied to a con-

figuration item.   

ALC_CMC.4.5C: The 

CM system shall sup-

port the production of 

the future TOE by au-

tomated means. 

O.Config-Process 

O.Config-Control 

O.Acceptance-Test 

The production phase comprises the 

compilation of a set of configuration 

items into image files. The automated 

selection of a specific set of configu-

ration items for a specific future TOE 

is supported by the uniquely labeled 

configuration items in the CM system. 

Therefore O.Config-Process and 

O.Config-Control support the auto-

mated production of the future TOE. 

The relation between a specific future 

TOE and the specific set of configura-

tion items is established within the 

acceptance procedure for the future 

TOE according to O.Config-Control 

which is supported by O.Acceptance-

Test. 
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ALC_CMC.4.6C: The 

CM documentation 

shall include a CM 

plan. 

O.Config-Process CM process documentation is availa-

ble and maintained according to 

O.Config-Process. 

ALC_CMC.4.7C: The 

CM plan shall de-

scribe how the CM 

system is used for 

the development of 

the future TOE. 

O.Config-Process 

 

CM process documentation is availa-

ble and maintained according to 

O.Config-Process. 

ALC_CMC.4.8C: The 

CM plan shall de-

scribe the procedures 

used to accept modi-

fied or newly created 

configuration items 

as part of the future 

TOE. 

O.Config-Control 

O.Config-Process  

Process descriptions are covered by 

O.Config-Process, including modifica-

tion or new generation of configura-

tion items. Product release and han-

dling of change management for re-

leased future TOEs is covered by 

O.Config-Control. 

ALC_CMC.4.9C: The 

evidence shall 

demonstrate that all 

configuration items 

are being maintained 

under the CM system. 

O.Config-Items 

O.Config-Control  

All configuration items are kept under 

configuration control according to 

O.Config-Items and O.Config-Control.  

ALC_CMC.4.10C: The 

evidence shall 

demonstrate that the 

CM system is being 

operated in accord-

ance with the CM 

plan. 

O.Config-Process  The operation of the CM system in 

accordance to the CM plan is en-

sured by O.Config-Process. 

Table 2: Rationale for ALC_CMC.4 
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7.2.2 Rationale for ALC_CMS.5 

Security Assurance 

Requirement 

Security Objective Rationale 

ALC_CMS.5.1C: The 

configuration list 

shall include the fol-

lowing: clear instruc-

tions how to consider 

these items in the 

list; the evaluation 

evidence required by 

the SARs of the life-

cycle; development 

and production tools.  

O.Config-Items 

O.Config-Control 

O.Config-Process 

The unique identification of all config-

uration items is ensured by O.Config-

Items. O.Config-Process contains the 

CM documentation including clear in-

structions how to consider the config-

uration items in the configuration list. 

O.Config-Control covers the handling 

and identification of released future 

TOEs.  

ALC_CMS.5.2C: The 

configuration list 

shall uniquely iden-

tify the configuration 

items. 

O.Config-Items  

O.Config-Control 

O.Config-Process  

The unique identification of all config-

uration items is ensured by O.Config-

Items. O.Config-Control covers the 

handling and identification of re-

leased future TOEs. O.Config-Pro-

cess contains the CM documentation.  

ALC_CMS.5.3C: For 

each configuration 

item, the configura-

tion list shall indicate 

the developer of the 

item. 

O.Config-Process  O.Config-Process contains the CM 

documentation including clear in-

structions how to consider the config-

uration items in the configuration list 

(including developer information - no 

subcontractors are used).  

Table 3: Rationale for ALC_CMS.5 

7.2.3 Rationale for ALC_DVS.2 

Security Assurance 

Requirement 

Security Objective Rationale 

ALC_DVS.2.1C: The 

development security 

O.Security-Docu-

mentation 

The development security documen-

tation from O.Security-Documentation 
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documentation shall 

describe all the phys-

ical, procedural, per-

sonnel, and other se-

curity measures that 

are necessary to pro-

tect the confidential-

ity and integrity of the 

future TOE design 

and implementation 

in its development 

environment. 

O.Physical-Access 

O.Security-Control 

O.Alarm-Response 

O.Logical-Access 

O.Logical-Operation 

O.Staff-Engage-

ment 

O.Maintain-Security 

O.Internal-Shipment 

O.Transfer-Data 

O.Control-Scrap 

O.Multisite_Devel-

opment 

describes all physical measures ac-

cording to O.Physical-Access sup-

ported by O.Security-Control and 

O.Alarm-Response. In addition, all 

logical measures are described ac-

cording to O.Logical-Access and 

O.Logical-Operation. These 

measures are supported by the secu-

rity awareness of the staff according 

to O.Staff-Engagement and the 

measures that ensure the functional-

ity of the technical security measures 

of the site according to O.Maintain-

Security. Security during internal 

shipment is ensured by O.Internal-

Shipment, O.Multisite_Development 

and O.Transfer-Data. O.Control-

Scrap ensures that no unauthorised 

access to future TOEs is possible for 

an attacker. 

ALC_DVS.2.2C: The 

development security 

documentation shall 

justify that the secu-

rity measures provide 

the necessary level of 

protection to main-

tain the confidential-

ity and integrity of the 

future TOE. 

O. Security-Docu-

mentation 

O.Internal-Monitor 

O.Internal-Shipment 

O.Transfer-Data 

O.Multisite_Devel-

opment 

The security measures of the site are 

in agreement with the security docu-

mentation of O.Security-Documenta-

tion. Sufficiency of the security 

measures is verified according to 

O.Internal-Monitor. Security during in-

ternal shipment is ensured by O.Inter-

nal-Shipment, O.Multisite_Develop-

ment and O.Transfer-Data. 

Table 4: Rationale for ALC_DVS.2 
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7.2.4 Rationale for ALC_LCD.1 

Security Assurance 

Requirement 

Security Objective Rationale 

ALC_LCD.1.1C: The 

life-cycle definition 

documentation shall 

describe the model 

used to develop and 

maintain the future 

TOE. 

O.Config-Control 

O.Config-Process 

O.Organise-Product 

The processes used for development 

and maintenance of the future TOE 

are defined in the documentation re-

lated to O.Config-Control,  O.Config-

Process and O.Organise-Product 

ALC_LCD.1.2C: The 

life-cycle model shall 

provide for the neces-

sary control over the 

development and 

maintenance of the 

future TOE. 

O.Acceptance-Test 

O.Config-Process 

O.Organise-Product 

Control over the development and 

maintenance of the future TOE is 

maintained by O.Config-Process and 

O.Organise-Product supported by the 

quality assurance measures defined 

by O.Acceptance-Test 

Table 5: Rationale for ALC_LCD.1 

The guidance on Site Certification [7], chap. 4.8 requires that this rationale 

shows that all security objectives are effectively addressed by the SARs. The 

results are summarised in the following table. 

Security Objective Security Assurance Requirements 

O.Security-Documentation ALC_DVS.2.1C, ALC_DVS.2.2C  

O.Physical-Access ALC_DVS.2.1C  

O.Security-Control ALC_DVS.2.1C  

O.Alarm-Response ALC_DVS.2.1C  

O.Internal-Monitor ALC_DVS.2.2C  

O.Maintain-Security ALC_DVS.2.1C  
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O.Logical-Access ALC_CMC.4.4C, ALC_DVS.2.1C   

O.Logical-Operation ALC_DVS.2.1C 

O.Config-Items ALC_CMC.4.1C, ALC_CMC.4.2.C, 

ALC_CMC.4.3C, ALC_CMC.4.9C, ALC_CMS.5.1C, 

ALC_CMS.5.2C  

O.Config-Control ALC_CMC.4.2C, ALC_CMC.4.4C, ALC_CMC.4.5C, 

ALC_CMC.4.8C, ALC_CMC.4.9C, ALC_CMS.5.1C, 

ALC_CMS.5.2C, ALC_LCD.1.1C  

O.Config-Process ALC_CMC.4.5C, ALC_CMC.4.6C, ALC_CMC.4.7C, 

ALC_CMC.4.8C, ALC_CMC.4.10C, 

ALC_CMS.5.1C, ALC_CMS.5.2C, ALC_CMS.5.3C, 

ALC_LCD.1.1C, ALC_LCD.1.2C  

O.Acceptance-Test ALC_CMC.4.5C, ALC_LCD.1.2C  

O.Organise-Product ALC_LCD.1.1C, ALC_LCD.1.2C 

O.Staff-Engagement ALC_DVS.2.1C  

O.Internal-Shipment ALC_DVS.2.1C, ALC_DVS.2.2C 

O.Transfer-Data ALC_DVS.2.1C, ALC_DVS.2.2C,  

O.Reception-Control ALC_CMC.4.1C  

O.Control-Scrap ALC_DVS.2.1C 

O.Multisite_Development ALC_CMC.4.3C, ALC_DVS.2.1C, ALC_DVS.2.2C 

Table 6: Rationale for Security Objectives 

8. Site Summary Specification 

8.1 Preconditions required by the site 

This section provides background information on the assumptions defined in 

chap. 4.4.  

http://www.gi-de.com/mobile-security


 

Site Security Target Lite Giesecke+Devrient Development Center 

Spain (DCS) | www.gi-de.com 

Version 3.4/27.02.2025 

42 

  PUBLIC 

The client must provide appropriate specification regarding the requested de-

velopment services. This will usually be a Stakeholder requirements specifi-

cation. All documents provided by the client have to be classified as 'confi-

dential', 'company confidential', 'strictly confidential' or similar classification if 

they require protection against disclosure. All documents with no classifica-

tion as confidential document are regarded as 'public'. (Remark: All develop-

ment documents and source code developed by the site are regarded as 

confidential by default). 

For composite future TOEs a user guidance manual and data sheet for the 

underlying hardware is required from the hardware manufacturer.  

For every internal shipment expected from the development site by the client, 

the client has to provide the site with appropriate address data. This shall be 

address data for physical items and equivalent address data (e.g. email ad-

dress) for the delivery or shipment of electronic items. 

Details on the requirements for the secure exchange of physical and elec-

tronic items are summarised in the confidential document 'Confidential_Pre-

conditions_DCS.doc'. 

In case the TOE is developed in a multisite environment the code must be 

protected at all sites with access to the TOE's source code and the level of 

protection must be sufficiently high at all sites.  

 

8.2 Services of the site 

This site provides the service of secure development of Embedded software 

for future TOEs based on the Sm@rtSIM CX, SmartSIM Next Generation, 

SmartCafe Expert, STARCOS and Convego JOIN based operating system. 

This comprises Embedded OS development and application development as 

well as generation of data for completion, initialisation and personalisation of 

devices (e.g. initialisation tables). In addition, the same services are also pro-

vided for future TOEs which require EMVCo related type approvals. The site 
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provides secure storage for the source code and related documentation with 

respect to confidentiality and integrity in a configuration management sys-

tem. This data is stored on servers in the site's central computer center. In 

case of a multisite development environment the data is only exchanged via 

sufficiently secured connections and exchanged only with sites which provide 

a sufficient level of protection for the assets exchanged.  

This site also provides the service of compiling Embedded software into im-

ages ready for flash loading for future TOEs based on the Sm@rtSIM CX, 

SmartSIM Next Generation, SmartCafe Expert, STARCOS and Convego 

JOIN based operating system and for future TOEs which require EMVCo re-

lated type approvals.  

The site provides the service of performing a release of future TOEs accord-

ing to the client's specifications in agreement with the site's quality manage-

ment system which is certified according to ISO 9001. 

This site provides the service of secure delivery of compiled images for 

Sm@rtSIM CX, SmartSIM Next Generation, SmartCafe Expert, STARCOS 

and Convego JOIN based future TOEs and for future TOEs which require 

type approvals to other parties (EMVCo, GSMA,…) for further processing 

(ROM mask processing, completion, initialisation and personalisation, flash 

loading). 

The site provides the service of preparing documentation for a release of fu-

ture TOEs as well as site documentation for certification according to the re-

quired type approvals (CC, GSMA,…). 

 

8.3 Security objectives rationale - Tracing of security ob-

jectives to threats and OSPs 
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The following rationale provides a justification that shows that all threats and 

organisational security policies are effectively addressed by the security ob-

jectives. This part of the security objective rationale refers to the require-

ments of AST_OBJ.1-2  

The following table shows which security objectives cover which threats and 

OSPs. 

Security Objective Threats and OSPs 

O.Security-Documentation T.Smart-Theft 

T.Rugged-Theft 

T.Computer-Net 

T.Unauthorised-Staff 

T.Staff-Collusion 

O.Physical-Access T.Smart-Theft 

T.Rugged-Theft 

T.Unauthorised-Staff 

O.Security-Control T.Smart-Theft 

T.Rugged-Theft 

T.Unauthorised-Staff 

O.Alarm-Response T.Smart-Theft 

T.Rugged-Theft 

T.Unauthorised-Staff 

O.Internal-Monitor T.Smart-Theft 

T.Rugged-Theft 

T.Computer-Net 

T.Unauthorised-Staff 

T.Staff-Collusion 

O.Maintain-Security T.Smart-Theft 

T.Rugged-Theft 

T.Computer-Net 

T.Unauthorised-Staff 

T.Staff-Collusion 
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O.Logical-Access T.Computer-Net 

T.Unauthorised-Staff 

P.Config-Control 

P.Organise-Product  

O.Logical-Operation T.Computer-Net 

T.Unauthorised-Staff 

P.Organise-Product 

O.Config-Items P.Config-Items 

P.Config-Control 

P.Product-Transport 

O.Config-Control P.Config-Control 

P.Accept-Product 

P.Organise-Product 

O.Config-Process P.Config-Process 

P.Accept-Product 

P.Organise-Product 

O.Acceptance-Test P.Accept-Product  

O.Organise-Product P.Organise-Product 

O.Staff-Engagement T.Computer-Net 

T.Unauthorised-Staff 

T.Staff-Collusion 

O.Internal-Shipment T.Attack-Transport 

P.Product-Transport 

O.Transfer-Data T.Staff-Collusion 

T.Attack-Transport 

P.Product-Transport 

O.Reception-Control P.Reception-Control 

O.Control-Scrap T.Staff-Collusion 

O.Multisite_Development P.Config-Items, P.Config-Control 

Table 7: Relation between Security Objectives and Threats and OSPs 
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O.Security-Documentation 

The security of the site is maintained according to the sites security docu-

mentation covering all physical and logical measures to ensure the security 

of the site.  

These security measures are necessary to prevent the threats T.Smart-

Theft, T.Rugged-Theft, T.Computer-Net, T.Unautorised-Staff and T.Staff-Col-

lusion. 

O.Physical-Access 

The development site is operated by G+D exclusively, but the building is 

shared with other companies. G+D owns 3 floors exclusively, which can only 

be accessed via access control. The site is separated into different security 

levels.  

Only authorised users are allowed within the development part of the site. All 

other measures are internal to the site and are therefore not provided in the 

lite version of the SST. 

These measures prevent access to sensitive areas for any unauthorised per-

son and therefore prevent the threats T.Smart-Theft, T.Rugged-Theft, T.Un-

authorised-Staff. 

O.Security-Control 

Trained security staff is in charge of operating all security related systems. 

This especially holds for monitoring surveillance cameras, granting access 

rights. etc. Visitors are escorted by the company's security staff or collected 

by company internal staff from the company's security staff.  

Therefore the threats T.Smart-Theft, T.Rugged-Theft and T.Unauthorised-

Staff are addressed by management of the security related systems like the 

access control system. 

O.Alarm-Response 

http://www.gi-de.com/mobile-security


 

Site Security Target Lite Giesecke+Devrient Development Center 

Spain (DCS) | www.gi-de.com 

Version 3.4/27.02.2025 

47 

  PUBLIC 

Several alarm and detection sensors are installed to provide a warning sys-

tem for entering the premises by T.Smart-Theft, T.Rugged-Theft and T.Un-

authorised-Staff. The trained security staff is able to monitor and access the 

situation throughout surveillance cameras. Security personnel is dispatched 

to the location where presence is needed. Security staff is present at any lo-

cation 24/7.   

O.Internal-Monitor 

The security officer performs meetings with all security staff on a regular ba-

sis. During this meeting security procedures are reviewed and corrective ac-

tions are initiated (if necessary). In case security related incident occurred 

since the last security meeting, they will be addressed. In addition, internal 

audits are performed on a regular basis to ensure the application of the secu-

rity measures. 

The monitoring and protection of the IT system (including network) is han-

dled by the IT departments under supervision of the IT security manager of 

the company's security staff. 

These measures prevent T.Smart-Theft, T.Rugged-Theft, T.Computer-Net, 

T.Unauthorised-Staff, T.Staff-Collusion. 

O.Maintain-Security 

All security related alarm and detection systems are checked on a regular 

basis. Logs for building access or site access as well as access to especially 

secured areas are stored and checked on a regular basis. Network security 

is monitored permanently by the IT-department. 

These measures prevent T.Smart-Theft, T.Rugged-Theft, T.Computer-Net, 

T.Unauthorised-Staff, T.Staff-Collusion. 

O.Logical-Access 

The IT network is logically separated from the outside world by a firewall sys-

tem consisting of several firewalls which ensures that only authorised con-

nections from and to the IT network are possible. At 
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least two firewalls (i.e. outer firewall and inner firewall) are present between 

the outside world and any internal network. Communication between all sites 

which are not on the same premises are secured by end-to-end encrypted 

connections.  

Each user has an individual account. To access data on the company's net-

work every user has to authenticate himself either by login name and pass-

word or token and password. Multiple successive failed authentication at-

tempts lead to a blocked account. The number of retries depend on the au-

thentication method.  

Access rights to all network resources are set according to a need-to-know 

or need-to-have basis, respectively. Access rights of users who do not need 

access to a network share any longer (e.g. change of jobs) are revoked. In 

particular, all accounts of employees who leave the company are deac-

tivated. 

These measures prevent T.Computer-Net and T.Unauthorised-Staff and sup-

port the OSPs P.Config-Control and P.Organise-Product. 

O.Logical-Operation 

Virus protection and patch management for operating systems and applica-

tions ensure the correct operation of the systems and prevent the systems 

from malfunction. They ensure that protective measures of the IT workplaces 

are up-to-date (virus definitions, security patches of operating system, secu-

rity patches of programs, etc.). In addition, regular backups are applied to all 

network shares related to the configuration management system to prevent 

loss of data. Backup tapes are securely stored protected against unauthor-

ised modification and disclosure.  

These measures prevent  T.Computer-Net and T.Unauthorised-Staff and 

support the OSP P.Organise-Product. 

O.Config-Items 
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All configuration items are identified by a unique version number by the con-

figuration management system. The configuration management system al-

lows unique labelling of any set of configuration items in the configuration 

management system. By this different future TOEs and configurations 

thereof can be identified. This ensures that only correct version of TOE re-

lated items or future TOE are internally shipped. By this the OSPs P.Config-

Items,  P.Config-Control and P.Product-Transport are addressed. 

O.Config-Control 

The site can either be responsible for development of specific TOE related 

items for the customer or for the development of complete future TOEs. A fu-

ture TOE release can be performed on request of the client. This will be done 

by the site's quality management staff. Released future TOEs are identified 

by a unique identification assigned by the quality management staff member 

who is performing the release process. In case the client requests changes 

to a future TOE that has already been released, these change request will be 

assessed by the quality management staff. After approval the changes are 

implemented and applied to the future TOE by the development staff. A new 

release of the modified future TOE will be performed by the quality manage-

ment staff. By this the OSPs P.Config-Control, P.Accept-Product and P.Or-

ganise-Product are addressed. 

O.Config-Process 

Configuration items are stored in the configuration management system ac-

cording to the site's configuration management plan. In addition, security 

flaws are also managed through the configuration management system. By 

this the OSPs P.Config-Process, P.Accept-Product and P.Organise-Product 

are addressed. 

O.Acceptance-Test 

On request of the client release of the developed future TOE or developed 

TOE related items are subjected to a release process under supervision of 
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the site's quality management staff. By this the OSP P.Accept-Product is ad-

dressed.  

O.Organise-Product 

The development process are defined and applied according to the site's 

quality management system. By this the OSP P.Organise-Product is ad-

dressed. 

O.Staff-Engagement 

All employees working at the site and having access to sensitive information 

or data have to sign a non-disclosure agreement to provide legal liability to 

protect sensitive information against disclosure. In addition, all employees 

are trained regarding security to support the security awareness. These 

measures prevent T.Computer-Net, T.Unauthorised-Staff and T.Staff-Collu-

sion. 

O.Internal-Shipment 

Security relevant physical items are internally shipped either by security 

transport (e.g. sealed boxes) or in person by company's internal staff. Secu-

rity relevant electronic items are internally shipped using secure communica-

tion measures. This might be signed and/or encrypted emails or similar (e.g. 

SSL secured web portals) or shared network systems (e.g. shared configura-

tion management system). This prevents T.Attack-Transport and covers also 

P.Product-Transport.  

O.Transfer-Data 

Sensitive electronic TOE related items are protected against modification 

and/or disclosure by cryptographic means during transfer. Either symmetric 

means, asymmetric means or password protection are applied (as appropri-

ate). Cryptographic keys and password used for secure communication are 

sufficiently protected against unauthorised access and disclosure. This pre-

vents T.Staff-Collusion, T.Attack-Transport and covers also P.Product-

Transport. 
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O.Reception-Control 

Upon reception of a requirements specification from a client, authenticity of 

this item is verified (e.g. verification of a PGP signature when sent via email). 

By this the OSP P.Reception-Control is addressed. 

O.Control-Scrap 

Security relevant items (e.g. documentation and electronic media that con-

tain confidential information) are securely destroyed if no longer required. By 

this no employee could get uncontrolled access to scrap which might be 

helpful to support an attack. This prevents T.Staff-Collusion. 

O.Multisite_Development 

The regular synchronization between sites and the measures for merging 

configuration items are necessary to ensure unique identification of all con-

figuration item according to P.Config-Items. These measures have to be set 

up in a way that the access control mechanisms to configuration items ac-

cording to P.Config-Control are applied at all times. 

8.4 SAR Rationale 

The Security Assurance Requirements rationale does not explicitly address 

the developer action elements defined in [5] because they are implicitly in-

cluded in the content elements. This comprises the provision of the docu-

mentation to support the evaluation and the preparation for the site visit. In 

addition, this includes that the procedures are applied as written and ex-

plained in the documentation. 

Note: The content elements that are refined from the original CEM [6] ac-

cording to the application notes in the process description [7] are written in 

italic. The term TOE can be replaced by 'TOE related items' in most cases. In 

specific cases it is replaced by 'future TOE'. 

8.4.1 ALC_CMC 
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ALC_CMC.4.1C: The CM documentation shall show that a process is in 

place to ensure an appropriate and consistent labelling.  

ALC_CMC.4.2C: The CM documentation shall describe the method used to 

uniquely identify the configuration items.  

ALC_CMC.4.3C: The CM system shall uniquely identify all configuration 

items.  

ALC_CMC.4.4C: The CM system shall provide automated measures such 

that only authorised changes are made to the configuration items.  

ALC_CMC.4.5C: The CM system shall support the production of the future 

TOE by automated means.  

ALC_CMC.4.6C: The CM documentation shall include a CM plan.  

ALC_CMC.4.7C: The CM plan shall describe how the CM system is used for 

the development of the future TOE.  

ALC_CMC.4.8C: The CM plan shall describe the procedures used to accept 

modified or newly created configuration items as part of the future TOE.  

ALC_CMC.4.9C: The evidence shall demonstrate that all configuration items 

are being maintained under the CM system.  

ALC_CMC.4.10C: The evidence shall demonstrate that the CM system is be-

ing operated in accordance with the CM plan.  

The security assurance requirements of the assurance class "CM capabili-

ties" listed above are suitable to support the secure and efficient develop-

ment of future TOEs due to the formalized acceptance process and the auto-

mated support. The identification of all configuration items allows a parallel 

development of different future TOEs. The requirement for authorized 

changes support the integrity and confidentiality required for the future TOEs. 

Therefore this assurance level meets the requirements for the configuration 

management.  
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8.4.2 ALC_CMS 

 
ALC_CMS.5.1C: The configuration list shall include the following: clear in-

structions how to consider these items in the list; the evaluation evidence re-

quired by the SARs of the life-cycle; development and production tools. 

ALC_CMS.5.2C: The configuration list shall uniquely identify the configura-

tion items.  

ALC_CMS.5.3C: For each configuration item, the configuration list shall indi-

cate the developer of the item.  

The security assurance requirements of the assurance class "CM scope" 

listed above are suitable to define a controlled environment for the future 

TOE development. This includes the documentation of the site security and 

the procedures for the configuration management. Since the site certification 

process focuses on the processes based on the absence of a concrete TOE 

these assurance requirements are considered to be suitable.  

8.4.3 ALC_DVS 

 
ALC_DVS.2.1C: The development security documentation shall describe all 

the physical, procedural, personnel, and other security measures that are 

necessary to protect the confidentiality and integrity of the future TOE design 

and implementation in its development environment.  

ALC_DVS.2.2C: The development security documentation shall justify that 

the security measures provide the necessary level of protection to maintain 

the confidentiality and integrity of the future TOE.  

The security assurance requirements of the assurance class "Development 

security" listed above are required since a high attack potential is assumed 

for potential attackers. The information used at the site during the develop-

ment of the future TOE can be used by potential attackers for the develop-

ment of attacks. This information is needed to apply an attack within consid-

erable time and effort.  
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8.4.4 ALC_LCD 

 
ALC_LCD.1.1C: The life-cycle definition documentation shall describe the 

model used to develop and maintain the future TOE.  

ALC_LCD.1.2C: The life-cycle model shall provide for the necessary control 

over the development and maintenance of the future TOE.  

The security assurance requirements of the assurance class "Life-cycle defi-

nition" listed above are suitable to support the controlled development pro-

cess and maintenance of already developed future TOEs. This includes the 

documentation of these processes and the procedures for the configuration 

management. The site supports only the phases development and produc-

tion (in the sense of the CC) of the described life cycle. The assurance re-

quirements are considered to be suitable for this site.  

 

8.5 Assurance Measures Rationale 

O.Security-Documentation 

ALC_DVS.2.1C, requires that the developer shall have a security documen-

tation and ALC_DVS2.2C requires the justification that the described 

measures are appropriate to provide the necessary level of protection. 

Therefore this objective contributes to meet the Security Assurance Require-

ments. 

O.Physical-Access 

ALC_DVS.2.1C requires that the developer shall describe all physical secu-

rity measures that are necessary to protect the confidentiality and integrity of 

the future TOE design and implementation in its development environment. 

Thereby this objective contributes to meet the Security Assurance Require-

ment. 

O.Security-Control 
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ALC_DVS.2.1C requires that the developer shall describe all personnel, pro-

cedural and other security measures that are necessary to protect the confi-

dentiality and integrity of the future TOE design and implementation including 

the initialization in its development and production environment. Thereby this 

objective contributes to meet the Security Assurance Requirement. 

O.Alarm-Response 

ALC_DVS.2.1C requires that the developer shall describe all personnel, pro-

cedural and other security measures that are necessary to protect the confi-

dentiality and integrity of the future TOE design and in its development envi-

ronment. Thereby this objective contributes to meet the Security Assurance 

Requirement. 

O.Internal-Monitor 

ALC_DVS.2.2C: The development security documentation shall justify that 

the security measures provide the necessary level of protection to maintain 

the confidentiality and integrity of the future TOE. Thereby this objective con-

tributes to meet the Security Assurance Requirement. 

O.Maintain-Security 

ALC_DVS.2.1C: The development security documentation shall describe the 

security measures that are necessary to protect the confidentiality and integ-

rity of the future TOE design and implementation in its development environ-

ment. Thereby this objective contributes to meet the Security Assurance Re-

quirement. 

O.Logical-Access 

ALC_DVS.2.1C requires that the developer shall describe all personnel, pro-

cedural and other security measures that are necessary to protect the confi-

dentiality and integrity of the future TOE design and implementation including 

the initialization in its development and production environment. 

ALC_CMC.4.4C requires that only authorised changes are made to the TOE 
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related items. Thereby this objective is suitable to meet the Security Assur-

ance Requirements.  

O.Logical-Operation 

ALC_DVS.2.1C: The development security documentation shall describe the 

security measures that are necessary to protect the confidentiality and integ-

rity of the future TOE design and implementation in its development environ-

ment. Thereby this objective is suitable to meet the Security Assurance Re-

quirement. 

O.Config-Items  

ALC_CMC.4.1C requires a documented process ensuring an appropriate 

and consistent labelling of the future TOEs. In addition, ALC_CMC.4.2C re-

quires the CM documentation to describe the method used to uniquely iden-

tify the configuration items as well as ALC_CMC.4.3C requires that the CM 

system uniquely identifies all configuration items. ALC_CMC.4.9C requires 

that the evidence demonstrates that all configuration items are being main-

tained under the CM system. The configuration list required by 

ALC_CMS.5.1C shall include the evaluation evidence for the fulfilment of the 

SARs of the life-cycle, development and production tools. ALC_CMS.5.2C 

requires that all configuration items are identified uniquely. The objective 

meets the set of Security Assurance Requirements. 

O.Config-Control  

ALC_CMC.4.2C requires the CM documentation to describe the method 

used to uniquely identify the configuration items. ALC_CMC4.4C requires 

that the CM system shall provide automated measures such that only author-

ised changes are made to configuration items. ALC_CMC.4.5C requires that 

the CM system supports the production of the future TOE by automated 

means. ALC_CMC.4.8C requires the description of the procedures used to 

accept modified or newly created configuration items as part of the future 

TOE. ALC_CMC.4.9C requests evidence to demonstrate that all configura-

tion items are being maintained under the CM system. The configuration list 
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required by ALC_CMS.5.1C shall include the evaluation evidence for the ful-

filment of the SARs of the life-cycle, development and production tools. 

ALC_CMS.5.2C requires that all configuration items are identified uniquely. 

Finally, ALC_LCD.1.1C requires a description of the model used to develop 

and maintain the future TOE. The objective meets the set of Security Assur-

ance Requirements.  

O.Config-Process  

The provision of automated measures is required by ALC_CMC.4.5C. 

ALC_CMC.4.6C requires that the CM documentation includes a CM plan. 

ALC_CMC.4.7C requires that the CM plan describes how the CM system is 

used for the development of the future TOE. ALC_CMC.4.8C requires the 

description of the procedures used to accept modified or newly created con-

figuration items as part of the future TOE. ALC_CMC.4.10C requires that the 

evidence demonstrates that the CM system is being operated in accordance 

with the CM plan. The configuration list required by ALC_CMS.5.1C shall in-

clude the evaluation evidence for the fulfilment of the SARs of the life-cycle, 

development and production tools. ALC_CMS.5.2C requires that all configu-

ration items are identified uniquely. ALC_CMS.5.3C requires that for each 

configuration item the developer is indicated in the configuration list. 

ALC_LCD1.1C requires a description of the model used to develop and 

maintain the future TOE. ALC_LCD.1.2C requires that the life-cycle model 

provides the necessary control over the development and maintenance or 

the future TOE. The objective meets the set of Security Assurance Require-

ments. 

O.Acceptance-Test  

The testing of the future TOEs is considered as automated procedure which 

is supported by the CM system according to ALC_CMC.4.5C. In addition 

ALC_LCD.1.2C requires control over the development and maintenance of 

the future TOE. Thereby the objective fulfils this combination of Security As-

surance Requirements. 
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O.Organise-Product  

ALC_LCD.1.1C requires a description of the model used to develop and 

maintain the future TOE. ALC_LCD.1.2C requires that the life-cycle model 

provides the necessary control over the development and maintenance or 

the future TOE.  

Thereby the objective fulfils this combination of Security Assurance Require-

ments. 

O.Staff-Engagement 

ALC_DVS.2.1C requires the description of personnel security measures that 

are necessary to protect the confidentiality and integrity of the future TOE de-

sign and implementation in its development environment. Thereby the objec-

tive fulfils this combination of Security Assurance Requirements. 

O.Internal-Shipment  

ALC_DVS.2.1C requires that the development security documentation shall 

describe all the physical, procedural, personnel, and other security measures 

that are necessary to protect the confidentiality and integrity of the future 

TOE design and implementation in its development environment. 

ALC_DVS2.2C requires the justification that the described measures are ap-

propriate to provide the necessary level of protection. This protection also in-

cludes internal shipments. Thereby the objective is suitable to meet this com-

bination of Security Assurance Requirements. 

O.Transfer-Data 

ALC_DVS.2.1C: The development security documentation shall describe all 

the physical, procedural, personnel, and other security measures that are 

necessary to protect the confidentiality and integrity of the future TOE design 

and implementation in its development environment. ALC_DVS2.2C requires 

the justification that the described measures are appropriate to provide the 
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necessary level of protection. This protection also includes internal ship-

ments. Thereby this objective is suitable to meet the combination of Security 

Assurance Requirements.  

O.Reception-Control  

ALC_CMC.4.1C requires that the CM documentation shall show that a pro-

cess is in place to ensure an appropriate and consistent labelling. Newly cre-

ated configuration items are also items that are received by another develop-

ment site which have to be integrated into the site's CM system. Thereby this 

objective is suitable to meet this Security Assurance Requirement. 

O.Control-Scrap 

The controlled destruction of scrap is necessary to ensure the confidentiality 

and integrity of future TOEs as required by ALC_DVS.2.1C. 

O.Multisite_Development 

ALC_CMC.4.3C requires that the CM system uniquely identifies all configu-

ration items. The synchronization between sites supports this and thereby 

the objective supports this Security Assurance Requirement. 

ALC_DVS.2.1C requires that the development security documentation shall 

describe all the physical, procedural, personnel, and other security measures 

that are necessary to protect the confidentiality and integrity of the future 

TOE design and implementation in its development environment. 

ALC_DVS2.2C requires the justification that the described measures are ap-

propriate to provide the necessary level of protection. This protection also in-

cludes internal shipments. The synchronization between sites is a special 

type of internal shipment which is covered by O.Multisite_Development. 

Thereby the objective supports these Security Assurance Requirements. 

 

8.6 Mapping of the Evaluation Documentation 
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The scope of the evaluation according to the assurance class ALC_CMS 

comprises the future TOE related configuration items, the complete docu-

mentation of the site provided for the evaluation and the security flaw reports 

and their resolution status. The specifications and descriptions provided by 

the client are not part of the configuration management at the site. 

Mappings are not provided in the lite version of the SST. 
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9.2 Terminology 

client  The word 'client' is used if the site operates as development site 

on request of another development site. The ordering develop-

ment site is denoted as 'client'. The word client is used here in-

stead of 'customer', because the words 'customer' and 'consumer' 

are reserved in Common Criteria. 

 

9.3 Abbreviations 

CC  Common Criteria 

CM  Configuration Management 

EAL  Evaluation Assurance Level 

G+D Giesecke+Devrient 

IC  Integrated circuit 

IT  Information Technology 

OSP Organisational Security Policies 

SAR Security Assurance Requirements 
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SST Site Security Target 

ST  Security Target 

TOE  Target of Evaluation 

TSF  TOE Security functions 

TSP  TOE Security Policy 
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